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	TO:
	California Information Security Office
Attn:  Security Compliance Reporting
P.O. Box 1810, Mail Stop Y-12
Rancho Cordova, CA 95741-1810
	
	

	
	
	
	
	

	FROM:
	     
	
	     
	

	
	Org Code – As identified in the Uniform Codes Manual
	
	Name of State Entity
	

	
	
	
	
	

	SUBJECT:  Risk Management and Privacy Program Compliance Certification

	
	
	
	
	

	As specified in State Administrative Manual (SAM) Section 5300.3, "the state entity head shall be responsible for policy compliance."  As the state entity head or the state entity head designee, I certify that our state entity is in compliance with requirements prescribed in SAM Chapter 5300, California Government Code Sections 11549.3 (b), and 11019.9 as follows (select one):

|_|   Our state entity has implemented a fully developed Risk Management and Privacy Program that complies with all policy requirements in SAM Chapter 5300 including:

· A risk management program that includes the identification and prioritization of critical information technology applications, ongoing risk assessment, risk analysis, risk acceptance and risk communication.

· Policies that establish and maintain a standard of due care to prevent misuse or loss of state information assets.

· Assigned management responsibilities for information technology risk management, including the appointment of an Information Security Officer.

· Identification and classification of all records and identification of ownership responsibilities for all records, files and data bases to ensure the integrity and security of state entity’s information assets.

· Assigned security roles and responsibilities for personnel, and personnel management practices that include annual security and privacy training for all personnel who have access to personal, confidential or sensitive information, acknowledgement of their understanding of the consequences of violating state entity’s information privacy and security policies, and termination procedures to ensure assets are not accessible to former personnel.

· Physical security practices for each facility to prevent unauthorized physical access, damage, or interruption to state entity assets.

· Identification and documentation of appropriate practices to ensure the integrity and security of state entity information assets that include the ISO’s approval of proposals to use desktop or laptop computers to maintain or access files containing confidential or sensitive data before implementation.
· Appropriate physical, technical, and administrative controls are in place to support proper access to state entity information assets that include business and security requirements to prevent and detect unauthorized access.  These controls provide full compliance with the Telework and Remote Access Security Standard as described in SIMM5360-A.

· Security practices throughout the System Development Life Cycle for the integrity and security of information assets that include use of secure coding standards, and separation of development and testing functions. This section also includes software licensing integrity practices and encryption of portable electronic storage media.
· Information on portable electronic storage media, including mainframe and server tapes, is encrypted or is protected by approved compensating security controls.
· An Incident Management program that provides for timely reporting, investigation, response, and recovery from incidents; and, when required, notification to individuals.
· A state entity Technology Recovery Plan that meets the Statewide Information Management Manual (SIMM) 5325-A requirements.



|_|    Our state entity has NOT yet implemented all required components. We have attached our Plan of Action and Milestones (SIMM 5305-C) that identifies the non-compliant components along with timelines indicating when our state entity will meet these requirements.

I hereby further certify our state entity has undergone a comprehensive enterprise-wide risk assessment and analysis in the past two-years, which at a minimum, was designed to measure our state entity’s compliance with the legal and policy requirements outlined in SAM Chapter 5300.  The date of our state entity’s last comprehensive enterprise-wide risk assessment was 
      .

The status of our remediation activity from the last comprehensive assessment and analysis is as follows (select one):
|_|  No remediation activity was identified through the assessment.
|_|  Remediation activity was identified, prioritized, and will be complete by      .
|_|  All remediation activity identified through the assessment is complete.
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