EXHIBIT 

ADDITIONAL TERMS AND CONDITIONS

Where access to confidential information is required in the performance of this contract or access to confidential information is not required but physical access to facilities or computer systems is required and such access presents the potential for incidental access and/or inadvertent disclosure of confidential information, contractor agrees to the following:

1. General Confidentiality of Data Provision:  All financial, statistical, personal, technical and other data and information related to the State’s operation which are designated confidential by the State and made available to contractor in order to carry out this contract, or which become available to contractor in carrying out this contract, shall be protected by the contractor from unauthorized use and disclosure through the observance of the same or more effective procedural requirements as are applicable to the State. This includes, but is not limited to, the secure transport, transmission and storage of data used or acquired in the performance of this contract. 

2. Compliance with Statutes and Regulations: Contractor warrants and certifies that in the performance of this contract, it will comply with all applicable statutes, rules, regulations and orders of the United States and the State of California and agrees to indemnify the State against any loss, cost, damage or liability by reason of Contractor’s violation of this provision, including but not limited to information handling and confidentiality requirements outlined in the California Information Practices Act (Civil Code sections 1798 et.seq.) and the <INSERT ANY DEPARTMENTAL SPECIFIC STATUTES>.

3. Contractor shall not, except as authorized or required by his or her duties by law, reveal or divulge to any person or entity any of the confidential information concerning <DEPARTMENT> and its affiliates which becomes known to him or her during the term of this agreement. 

4. Contractor shall keep confidential all information entrusted to him or her completely secret and shall not use or attempt to use any such information in any manner which may injure or cause loss, either directly or indirectly, to the <DEPARTMENT>. 

5. Contractor shall comply, and shall cause its agents to comply, with such directions as <DEPARTMENT> shall make to ensure the safeguarding or confidentiality of all its resources. 
6. Contractor will sign an information security and confidentiality agreement provided by <DEPARTMENT> and attest that its employees, agents and associates involved in the performance of this contract are bound by terms of a confidentiality agreement with contractor similar in nature.

7. Contractor shall immediately notify <DEPARTMENT> when it discovers that there may have been a breach in security which has or may have resulted in compromise to confidential data or <DEPARTMENT> assets.  For purposes of this section, immediately is defined as within two hours of discovery. The <DEPARTMENT> contact for such notification is as follows:

NAME

ADDRESS

OFFICE TELEPHONE NUMBER

MOBILE TELEPHONE NUMBER

FACSIMILE NUMBER
8. Contractor agrees to properly secure and maintain any computer systems (hardware and software applications) that it will use in the performance of this contract.  This includes ensuring all security patches, upgrades, and anti-virus updates are applied as appropriate to secure data that may be used, transmitted, or stored on such systems in the performance of this contract.

