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Transition Update
The California Office of Information Security and Privacy Protection have not physically co-located yet. This move is expected to occur in the next six months.  Our phone numbers and physical address will change.  You will be notified of this change when it occurs.
Our Web Site…..
Is a GREAT resource that can assist you in many areas, including:  

Schedule of Required Reporting Activities -

http://www.oispp.ca.gov/government/activities_schedule.asp 

Operational Recovery Plan (ORP) Submission Schedule  http://www.oispp.ca.gov/government/schedule.asp 
Incident Reporting and Notification Process - http://www.oispp.ca.gov/government/incident.asp 
Training awareness materials to educate employees - http://www.oispp.ca.gov/government/library/ awareness.asp 

Policy templates and sample language to develop or strengthen internal policies, procedures and practices http://www.oispp.ca.gov/government/library/samples.asp 

Resources for identifying and mitigating malicious codes -
http://www.oispp.ca.gov/government/library/threats.asp 
JOIN Our Email Distribution List

We send you information about educational seminars, vulnerabilities, threats, updates about our program, and other important information.  All of the state agency ISOs and ORP and Privacy Coordinators are on the distribution list.  If there are others in your organization that would like to receive this information, please send us an email to security @oispp.ca.gov.  Be sure to include the person’s name, department, phone number and email address.
Questions and answers  
[image: image3.wmf]Is there a state policy mandating State employees to sign User Acknowledgement forms?
The legal requirement for training is found in the Information Practices Act of 1977 (Civil Code Sections 1798 et seq.) and specifically Civil Code Section 1798.20, which requires all state agencies to establish rules of conduct for persons involved with personal information and instruct such individuals on the rules and the remedies and penalties for non compliance. The applicable state policy requirements are:
1) SAM Section 5300.3 (previously 4841) which states an agency must maintain a security program and an ongoing privacy program, as outlined in Government Code Section 11019 and Civil Code Sections 1798 et seq. 
2) SAM Section 5315 (previously 4842.2) states an agency's personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. 
The potential consequences to an agency and individuals for failure to comply are:
1) Adverse action (individual), including termination, pursuant to Government Code 19572.
2) Law suits (civil action) against the agency or an individual pursuant to Civil Code Sections 1789.45 through 1798.53
3) Penalties (disciplinary action, including termination; monetary; misdemeanor charges; imprisonment) assessed against individuals pursuant to Civil Code Sections 1798.55 through 1798.57.
4) Contractor held in breach of contract, forfeit future contract awards, etc. pursuant to terms of contract and state contracting requirements.
In summary, all employees must receive training and all employees must sign a form acknowledging they have received the training and agree to comply with the requirements. The agency, and its management and supervisors, should support this and issue a memo advising employees that this training is mandatory and instruct them to attend.
When an employee refuses to do so, the agency should evaluate the particular situation with its Labor Relations Officer and Legal Counsel to determine the appropriate course of action. In some case the resolution may be that the employee attends the training, but does not sign the form. Instead the Supervisor denotes on the acknowledgement form "Employee attend training on [date], but refused to sign." A copy is then placed in the employee's official personnel file. 
---More Qs & As on the other side---
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Is there a state policy on the use of personal blackberry devices (employee owned) for work purposes?
Confidential, personal and/or sensitive state data should never be stored or maintained on an employee's personal device. There are many reasons for prohibiting this, including but not limited to the following:
 

1. There are potential issues of liability for the state with trying to manage employees’ personal devices.
2. Personal devices cannot be managed, supported or maintained by state resources and/or with state resources, as this would constitute an inappropriate use of state resources.
3. The inability to directly manage the device(s) presents an unacceptable level of risk to the state.
4. There may also be other potential issues of personal liability for the employee by storing or maintaining this type of information on their personal device.
 

The convenience to the employee rationale provided does not justify a legitimate business purpose necessary to grant an exception to this requirement.  
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Is it okay to print customers’ Social Security Numbers on the front of envelopes?

Below are the legal citations under the California Civil Code which specifically prohibit the printing of Social Security Numbers (SSNs) on the outside of an envelope, among other things. 
Social Security Number Confidentiality - Civil Code sections 1798.85-1798.86. This law restricts businesses and state and local agencies from publicly posting or displaying SSNs. It also bans embedding SSNs on a card or document using a bar code, chip, magnetic strip or other technology, in place of removing the number as required by law. The law takes effect gradually, from 2002 through 2007. 
The URL to this section of law: http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798.85-1798.89
The URL to the California Office of Privacy Protection’s Recommended Practices on Protecting the Confidentiality of Social Security Numbers:
http://www.oispp.ca.gov/consumer_privacy/pdf/ssnrecommendations.pdf
Is disk encryption safe?

A recent article published in Wired at http://blog.wired.com/27bstroke6/2008/02/researchers-dis.html indicated that researchers with Princeton University identified a flaw that renders disk encryption systems useless if an intruder has physical access to the computer.  The attack takes only a few minutes to conduct and uses the disk encryption key that's stored in the computer's RAM.  The attack works because content as well as encryption keys stored in RAM linger in the system, even after the machine is powered off, enabling an attacker to use the key to collect any content still in RAM after reapplying power to the machine.

This has been issue for some time with it only recently becoming apparent during the recent news/media attention.  We believe this is a valid reason not to use Microsoft as a sole encryption solution.

However, as indicated in many of the articles, this technique could potentially be used with any encryption software.  We are confident that the encryption companies are working to solve this vulnerability.

 To mitigate this risk, we recommend that employees be properly trained to:

· Shut down their laptops whenever they are not using them 

· Physically secure unattended laptops - Do not leave them in vulnerable locations, such as vehicles, hotel rooms, etc.

· Physically lock laptops with a cable and lock when in open environments, such as conference centers, cubicles, etc.

· Use strong passwords and store them separately from the laptop 
· Continue to use alternative encryption software 
· Lock the laptop screen whenever it is unattended (although this will not mitigate the encryption issue.) Report incidents immediately

For more details about the issue and the mitigation strategies, review http://citp.princeton.edu.nyud.net/pub/coldboot.pdf 
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Have a question?  Let us know.  We will research it and provide you our recommendations and resources.
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California Office of Information Security and Privacy Protection

 security@oispp.ca.gov / (916) 445-5239
www.infosecurity.ca.gov/ 
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