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Transition Update
The California State Information Security Office and the California Office of Privacy Protection have consolidated into one office called the Office of Information Security and Privacy Protection (OISPP). Our new Office now reports to the State and Consumer Services Agency effective January 1, 2008. For more details about this important move, please review Senate Bill 90.
We have established a new office name, a newly designed Web site and a new shared email address, which are as follows:

Name:  California Office of Information Security

Web site:  www.infosecurity.ca.gov/ 

Shared email address:  security@oispp.ca.gov
Avoiding Web Compromises  
The California Office of Information Security has seen a marked increase in Web compromise incidents, which include compromises such as web defacements and redirects due to SQL injection, PHP and XSS attacks.   Attackers seek and leverage these exploitable defects and vulnerabilities, and many compromises are accomplished through a sequencing of exploits that target a combination of vulnerabilities in one or more components. Often viewed as merely a nuisance, these can and do provide attackers with the ability to accomplish other types of security compromises such as denial of service, unauthorized access, and escalation of privilege, consequently impacting availability, integrity and confidentiality of information systems.  Vulnerable web sites and web applications continue to be exploited across all levels of government.  Regardless of perceived impact or actual harm, successful attacks must be reported and properly addressed to prevent recurrence.  
Recommended Mitigation Strategies for Agencies:

· Build security into and throughout the Software Development Lifecycle including:

· Collecting and documenting security requirements during the analysis phase

· Rigorous and disciplined development principles and practices 

· Security checkpoints (peer, design, and code reviews, security testing, validate all input, etc.) 

· Project management with a security emphasis (e.g., realistic timeline) to accomplish the latter

· Developer tools and resources in the performance of security reviews and tests

· Thorough documentation in order to formulate effective security test plans

· Removal or isolation of “dormant” code and/or software functions

· Use web scanning tools to help identify vulnerabilities (many provide specific remediation information)

· Inspect your web application's framework configuration and harden appropriately

· Implement rigorous and disciplined change management practices

· Always test and deploy patches and new versions of PHP as it is released

Recommended Mitigation Strategies for Developers:

· Join secure coding organizations to boost skills and learn about secure coding problems and solutions, such as Open Web Application Security Project (OWASP) at http://www.owasp.org
· Test your applications using the OWASP testing guide

Additional Resources to assist state agencies in mitigating this issue:

SANS Top 20 Internet Security Attack Targets - http://www.sans.org/top20/?portal=24d24c5e9a711368f477ca662a5ea643 

NIST Guideline for Securing Public Web Servers -http://csrc.nist.gov/publications/nistpubs/800-44-ver2/SP800-44v2.pdf
NIST – Securing Web Servers (An abbreviated outline by NIST– http://csrc.nist.gov/publications/nistbul/html-archive/sep-99.html
U.S. Department of Homeland Security's Software Assurance Program – Build Security In - https://buildsecurityin.us-cert.gov/daisy/bsi/home.html 

 Department of Defense, Defense Information Systems Agency's WebServer  - Security Technical Implementation Guide - http://iase.disa.mil/stigs/stig/Web-Server-STIG-V6R1.pdf
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