

Tidbits of information for 
Information Security Officers
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        March 2007
Daylight Saving Time begins on March 11th.  Be sure your systems are ready!   
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   The State Information Security Office maintains an e-mail listing for anyone who may want information regarding security alerts, threats, vulnerabilities, and other pertinent information.  If you'd like to add any of your technical staff to the "Additional Contacts" list, please send their contact information, including name, department, and e-mail address to security@dof.ca.gov .  Be sure to indicate in the subject line, "Additional Contacts List – Add New Name." 
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Thank you for attending the recent BL 06-34 Information Security Notification and Reporting Workshop.  Below are some links and resources for incident notification and reporting, “best” practices, and federal standards to help develop and/or update your department's reporting procedures. 

· State Information Security Office – www.infosecurity.ca.gov/incidents/ 
· Department of Finance Budget Letter (06-34) – http://www.dof.ca.gov/FISA/ BudgetLetters/documents/BL06-34.pdf 
· California Highway Patrol – http://www.chp. ca.gov/html/computercrime.html 
· CalOHI Policy Memorandum (2006-77) – http://www.ohi.ca.gov/calohi/docs/PM_2006-77R_Policy_Memorandum_Dept_Security_ Incident_Reporting_to_CalOHI.doc 
· Federal Incident Reporting Guidelines – United States Computer Emergency Readiness Team (US-CERT) - http://www.us-cert.gov/federal/reportingRequirements.html
· Incident Handling and Response Checklist – The United States Cyber Security Unit (US-CCU) Check List 2007 - http://www.securitymanagement.com/ library/cybersecurity_checklist0806.pdf
· SANS InfoSec Reading Room – Incident Handling - http://www.sans.org/ reading_room/whitepapers/incident/
· National Institute of Standards and Technology (NIST) Special Publication 800-61, Computer Incident Handling Guide - http://csrc.nist.gov/ publications/nistpubs/800-61/sp800-61.pdf
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Operational Recovery Planning -  Sign up for this workshop that focuses on the changes made by Budget Letter (BL) 07-03. This training is intended for state agency ORP/COOP/COG coordinators and their backups.  Space is still available in: 
Monday, March 19, 2:00pm - 4:30pm
Wednesday, April 18, 9:00am - 11:30am
Location: Department of Finance, Redwood Training Room, 915 L Street, Sacramento, CA 95814 
Registration: Send email to Security@dof.ca.gov 
For more detail please email: Security@dof.ca.gov
Seating: Limited (35 participants per session)
Cost: Free



Mark your calendars for the upcoming ISO Meetings:
Dates:  July 12, 2007, September 13, 2007 and November 8, 2007 
Time:  9:30AM - 11:30AM   

Location:  Employment Development Department (EDD) Auditorium, 722 Capitol Mall, Sacramento, 
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Contact us:  California State Information Security Office at security@dof.ca.gov / (916) 445-5239
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