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   Be sure to attend the October 10, 2007 Cyber Security Symposium sponsored by the State Information Security Office, in collaboration with CalOHI.  Register at http://www.cce.csus.edu/conferences/csiso/2007/index_new.htm
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  Proper Disposal of Personal, Sensitive, and Confidential (P/S/C) Information is Required!
The Information Practices Act (Civil Code Section 1798 et seq) requires that personal information no longer needed must be properly disposed.  Best practices recommend that as a reasonable and appropriate safeguard to securing information, all media must be properly sanitized before the equipment is surveyed, reused, or donated and all paper containing P/S/C information must be properly disposed.  
The following information may help in developing internal policies regarding the proper disposal of this information.
Recommended Guidelines for Proper Media Sanitization developed by the National Institute of Standards and Technology (NIST) provides an excellent overview for media sanitization - See
http://www.csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf for details.
State Administrative Manual (SAM) requirements for the proper handling of paper containing P/S/C can be found at http://sam.dgs.ca.gov/TOC/1600/default.htm
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Help us celebrate by getting your employees involved in cyber security best practices:

· Invite your executive management to get involved!

· Send newsletters, e-mail reminders, and other awareness materials to elevate employees' knowledge.  

· Place a bookmark with a catchy security message on everyone's chair.

· If permitted, place fun and interesting security sayings on bulletin boards, in hallways or bathrooms, or as employees exit elevators.

· Conduct seminars, brown bag lunches, games, presentations and other activities.

· Make it fun and interesting!  

Help us get the word out that 

Cyber Security is Everyone's Business!
For materials you can use, visit our Web site at www.infosecurity.ca.gov/Library/Awareness/
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Mark your calendars for the upcoming ISO Meetings:
Dates: 11/8/07, 1/10/08, 3/13/08, 7/10/08, 9/11/08, and 11/13/08
Time:  9:30AM - 11:30AM   

Location:  Employment Development Department (EDD) Auditorium, 722 Capitol Mall, Sacramento
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Contact us:  California State Information Security Office at security@dof.ca.gov / (916) 445-5239
www.infosecurity.ca.gov/ 
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