LEGISLATIVE WATCH UPDATE
Introduced: California (Either Legislative House introduced a bill)
AB 255
Internet security: virtual globe technology 

Status: Active
Existing law requires the operator of a commercial Internet Web site or online service that collects personally identifiable information through the Internet about individual consumers residing in California who use or visit its commercial Internet Web site or online service to post its privacy policy on its Internet Web site or make that policy available, as specified. This bill would prohibit an operator, as defined, of a commercial Internet Web site or online service that makes a virtual globe browser available to members of the public from providing aerial or satellite photographs or imagery of places in this state that have been identified on the Internet Web site by the operator as a school, place of worship, or government or medical building or facility unless those photographs or images have been blurred. The bill would also prohibit that operator from providing street view photographs or imagery of those buildings and facilities.

AB 618
Office of the State Chief Information Officer: duties
Status: Active
This bill would require the office to submit to the Legislature an information technology strategic plan on or before January 1, 2011, and every 3 years thereafter, and in intervening years require the office to submit to the Legislature a report on the status of objectives in the plan and a progress report on the implementation of the Governor's Reorganization Plan No. 1 of the 2009-10 Regular Session. This bill would further require a state agency to cooperate with the office in the development of these plans and reports.

AB 819
Intellectual property piracy




Status: Active
This bill would establish the Intellectual Property Piracy Prevention and Prosecution Program to fund grants for local law enforcement and district attorneys for purposes of preventing and prosecuting intellectual property piracy. This bill would become operative only if AB 711 of the 2009-10 Regular Session is enacted. The bill would make other technical, conforming changes. This bill would declare that it is to take effect immediately as an urgency statute. 

AB 1010
Internet






Status: Active
This bill would require an Internet company to remove visual material that depicts the commission of a violent or serious felony, as specified, upon the written or electronic request of the victim, next of kin, member of the victim's immediate family, or a representative designated by the victim or victim's immediate family. 

SB 270
Health Information Technology Advisory Panel

Status: Active
Existing law establishes the Office of Health Information Integrity within the California Health and Human Services Agency to ensure the enforcement of state law mandating confidentiality of medical information and to impose administrative fines for the unauthorized use of medical information. This bill would, in addition, establish the Health Information Technology Advisory Panel to advise the Governor and the Legislature on health information technology implementation. 

Introduced: Federal
CyberSecurity Act of 2009 – S 773 IS




Status: Active
A bill to ensure the continued free flow of commerce within the United States and with its global trading partners through secure cyber communications, to provide for the continued development and exploitation of the Internet and intranet communications for such purposes, to provide for the development of a cadre of information technology specialists to improve and maintain effective cybersecurity defenses against disruption, and for other purposes. 

Would empower the National Institute of Standards and Technology (NIST) to establish "measurable and auditable" security standards for all networks and systems run by federal agencies, government contractors and businesses that support critical infrastructure services. In addition, NIST would be charged with developing a standard for testing and accrediting software built by or for those groups.
Other Items of Interest:  

FTC Red Flag Rules:

In late 2007, the Federal Trade Commission (FTC) and Federal banking agencies issued joint final rules and guidelines known as the Red Flag Rules, intended to reduce the risk of identify theft.  The rules require "financial institutions" and "creditors" that provide "covered accounts" to develop and implement written identity theft prevention programs. These rules may also have some applicability to Higher Education, Utilities, and possibly other organizations.  The programs must be in place by November 1, 2008 and provide for the identification, detection, and response to patterns, practices, or specific activities - known as "red flags" - that could indicate identity theft. 

The FTC has issued a business alert which is accessible on their website at http://www.ftc.gov/bcp/edu/pubs/business/alerts/alt050.shtm.  Organizations are encouraged to review the alert with their legal counsel to determine whether or not these rules are applicable to their organization. 

Resources to view these and other proposed legislation: 

Legislative Bill Search:  http://www.leginfo.ca.gov 

Legislative Bills by Subject Index:  http://www.leginfo.ca.gov/legindexhtml/legindexALEAD.html
COPP – Privacy Legislation: http://www.oispp.ca.gov/consumer_privacy/privacy_leg/leg.asp 
COPP – Privacy Laws:  http://www.oispp.ca.gov/consumer_privacy/laws/ 
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