
LEGISLATIVE WATCH UPDATE
Introduced: California (Either Legislative House introduced a bill)
AB 5

Civil Discovery: Electronic Discovery Act 

Status: Chaptered
This bill would make changes to the Civil Discovery Act in order to take account of the growing volume of information stored in electronic form.  Existing law permits a party to obtain paper documents and other "tangible" things from the opposing party.  However, the increasing use of electronically and digitally stored documents and information has many implications for the discovery process, affecting not only the volume but the form of discoverable material.  This bill expressly authorizes the discovery of electronically stored information and amends procedures in existing law so as to better address issues unique to the format of such information. Many of the bill's specific provisions are drawn from recently enacted federal rules and from recommendations of the National Conference of Commissioners on Uniform State Laws.  The bill is co-sponsored by the Judicial Council, the Civil Defense Counsel, and the Consumer Attorneys of California.  Except for a few non-substantive technical changes and the addition of an urgency clause, the bill is   identical to last year's AB 926 by the same author.  That bill passed out of this Committee on consent and passed out of all other Committees and off the floors of both houses without a single dissenting vote.  AB 926 was vetoed, but as one of the many bills that the Governor vetoed because of his stated concerns about not having sufficient time to review much of that year's legislation due to the budget crisis.   
AB 22

Penal Code, relating to computer hacking 

Status: Chaptered
As originally introduced this bill would increase the maximum fines for those convicted of feloniously tampering, interfering, damaging, and obtaining unauthorized access to computer data and computer systems from the current maximum of $10, 000 to a maximum of $50,000.  This bill was recently amended to increase the fine for the felony conviction to an amount not exceeding $12,000. 

AB 32

Public officials: personal information 


Status: Chaptered 
This bill would require the removal of personal information of specified officials from the Internet, and permits employers or professional organizations to assert the rights of the official in removing the personal information from the Internet.  With regard to a violation of this prohibition, existing law requires a jury or court that finds a violation has occurred to award damages to that official in an amount up to a maximum of 3 times the actual damages but not less than $4,000. This bill proposes to instead require a jury or court to award damages in that amount to an official whose home address or telephone number is solicited, sold, or traded in violation of any of those prohibitions. 
AB 130
Vital records: marriage records


Status: Chaptered (10-11-09)
By changing the definition of the crime of perjury, and by imposing new duties on local officials, this bill would create a state-mandated local program. 
AB 255
Internet security: virtual globe technology 

Status: Active
Existing law requires the operator of a commercial Internet Web site or online service that collects personally identifiable information through the Internet about individual consumers residing in California who use or visit its commercial Internet Web site or online service to post its privacy policy on its Internet Web site or make that policy available, as specified. This bill would prohibit an operator, as defined, of a commercial Internet Web site or online service that makes a virtual globe browser available to members of the public from providing aerial or satellite photographs or imagery of places in this state that have been identified on the Internet Web site by the operator as a school, place of worship, or government or medical building or facility unless those photographs or images have been blurred. The bill would also prohibit that operator from providing street view photographs or imagery of those buildings and facilities.

AB 261
Pupil Records: privacy rights

Status: Vetoed by Gov. 10-11-09
Existing law prohibits a school district from permitting access to pupil records to any person without written parental consent or judicial order, except as provided. This bill would make various changes to the access to pupil record provisions to conform them to federal law.

AB 618
Office of the State Chief Information Officer: duties
Status: Active
This bill would require the office to submit to the Legislature an information technology strategic plan on or before January 1, 2011, and every 3 years thereafter, and in intervening years require the office to submit to the Legislature a report on the status of objectives in the plan and a progress report on the implementation of the Governor's Reorganization Plan No. 1 of the 2009-10 Regular Session. This bill would further require a state agency to cooperate with the office in the development of these plans and reports.

AB 632
Internet-based social networking: privacy        Status: Vetoed by Gov. 10-11-09
This bill would require social networking Web sites to prevent images posted on their sites from being copied without permission of the user who posted the image and create a mechanism for flagging images for removal from the network. 

AB 819
Intellectual property piracy




Status: Active
This bill would establish the Intellectual Property Piracy Prevention and Prosecution Program to fund grants for local law enforcement and district attorneys for purposes of preventing and prosecuting intellectual property piracy. This bill would become operative only if AB 711 of the 2009-10 Regular Session is enacted. The bill would make other technical, conforming changes. This bill would declare that it is to take effect immediately as an urgency statute. 

AB 1010
Internet






Status: Active
This bill would require an Internet company to remove visual material that depicts the commission of a violent or serious felony, as specified, upon the written or electronic request of the victim, next of kin, member of the victim's immediate family, or a representative designated by the victim or victim's immediate family. 

AB 1011
Office of Health Information Integrity: report

Status: Gutted
No longer applicable and will be removed from OIS’ tracking

AB 1094
Disposal of Personal Information



Status: Chaptered
This bill would amend existing law requiring a business to take reasonable steps to destroy customer records containing personal information securely by rendering them unreadable when disposing of them. The bill would broaden the provision's scope to include any records containing personal information, not just customer records, and it would provide a "safe harbor" for a business (such as a storage facility or landlord) that has come into possession of records containing personal information that were abandoned and that disposes of them as provided in the code section.
AB 1266
State Government Information Technology 

Status: Active
This bill would implement the Governors Reorganization Proposal as follow: 

Transfer all the duties, functions, employees, property, and related funding of the Division of Telecommunications to the office of the State Chief Information Officer.

Rename and transfer the Department of Technology Services to the Office of Technology Services within the office of the State Chief Information Officer, rename the Department of Technology Services Revolving Fund the Technology Services Revolving Fund, and make conforming changes.

Separate the Office of Information Security and Privacy Protection, creating the Office of Information Security within the office of the State Chief Information Officer, and leaving the Office of Privacy Protection within the State and Consumer Services Agency, with a division of the duties, personnel, property, and funding of the Office of Information Security and Privacy Protection between the 2 offices.

Transfer certain authorization of the Department of Finance, the Department of General Services, and the Department of Information Technology for policies related to the state's procurement of information technology and corresponding duties to the office of the State Chief Information Officer.  

SB 19

Education data  




Status: Chaptered 10-11-09
Existing law requires the State Chief Information Officer to convene a working group representing specified entities to create a strategic plan to link education data systems and to accomplish specified objectives relating to the accessibility of education data. The State Chief Information Officer is required to deliver this strategic plan to the Legislature and the Governor no later than September 1, 2009. This bill would authorize these provisions to be implemented using federal grant funds received pursuant to the American Recovery and Reinvestment Act of 2009 through that act’s provision of funds for statewide data systems under the federal Education Technical Assistance Act.
SB 20

Relating to personal information



Status: Vetoed
This bill would require any agency, person or business that must issue a notice of a data breach to include specified information in the notice and also, in the case of notices to more than 500 Californians, to provide the notice to the Attorney General.
SB 40

Personal Information: Social Security Numbers

Status: Chaptered
Existing law requires any person, entity, or government agency that is presenting a document for recording or filing with a county recorder to only list the last 4 digits of a social security number.

This bill would provide that a document containing more than the last 4 digits of a social security number is not entitled for recording. This bill would also provide a recorder shall be deemed to be in compliance if he or she uses due diligence to locate social security numbers in documents presented for recording.

Existing law requires an abstract of judgment ordering a party to pay spousal, child, or family support to contain the social security number of the party who is ordered to pay.

This bill would instead require an abstract of judgment to contain only the last 4 digits of the social security number of the party who is ordered to pay. The provisions of this bill would not apply to documents created prior to January 1, 2010. 

SB 226
Identity Theft Jurisdiction




Status: Chaptered
This bill would provide that when multiple offenses occur in multiple jurisdictions and all of the offenses involve the same defendant or defendants and the same scheme or substantially similar activity, then jurisdiction for all offenses is proper in any one of the counties where one of the offenses occurred.

SB 270
Health Information Technology Advisory Panel

Status: Active
Existing law establishes the Office of Health Information Integrity within the California Health and Human Services Agency to ensure the enforcement of state law mandating confidentiality of medical information and to impose administrative fines for the unauthorized use of medical information. This bill would, in addition, establish the Health Information Technology Advisory Panel to advise the Governor and the Legislature on health information technology implementation. 

SB 368
Confidential medical information: unlawful disclosure
Status: Active
This bill would authorize the Office of Health Information Integrity (OHII) to audit the procedures and records of a health care provider at any time in order to determine the provider's compliance with the Confidentiality of Medical Information Act requirements to establish and implement appropriate administrative, technical, and physical safeguards to protect the privacy of patient's medical information, and to reasonably safeguard confidential medical information from any unauthorized access or unlawful access, use, or disclosure.

SB 437
Unlisted Telephone Numbers



Status: Active
This bill would prohibit telephone companies from charging a customer who chooses not to have his or her name and/or telephone number listed in a directory or publicly available directory assistance database. 

SB 541
Elections: Ballot Cards and Voting Systems

Status: Vetoed
This bill would require the Secretary of State to adopt regulations governing the manufacture, finishing, quality standards, and inventory control of ballot cards, and requiring the biennial inspection of facilities that manufacture, finish, and store ballot cards. The bill would further require that the costs of the biennial inspection be paid for by the ballot card manufacturer or finisher. 

Introduced: Federal
CyberSecurity Act of 2009 – S 773 IS




Status: Active
A bill to ensure the continued free flow of commerce within the United States and with its global trading partners through secure cyber communications, to provide for the continued development and exploitation of the Internet and intranet communications for such purposes, to provide for the development of a cadre of information technology specialists to improve and maintain effective cybersecurity defenses against disruption, and for other purposes. 

Would empower the National Institute of Standards and Technology (NIST) to establish "measurable and auditable" security standards for all networks and systems run by federal agencies, government contractors and businesses that support critical infrastructure services. In addition, NIST would be charged with developing a standard for testing and accrediting software built by or for those groups.
Other Items of Interest:  

FTC Red Flag Rules:

In late 2007, the Federal Trade Commission (FTC) and Federal banking agencies issued joint final rules and guidelines known as the Red Flag Rules, intended to reduce the risk of identify theft.  The rules require "financial institutions" and "creditors" that provide "covered accounts" to develop and implement written identity theft prevention programs. These rules may also have some applicability to Higher Education, Utilities, and possibly other organizations.  The programs must be in place by November 1, 2008 and provide for the identification, detection, and response to patterns, practices, or specific activities - known as "red flags" - that could indicate identity theft. 

The FTC has issued a business alert which is accessible on their website at http://www.ftc.gov/bcp/edu/pubs/business/alerts/alt050.shtm.  Organizations are encouraged to review the alert with their legal counsel to determine whether or not these rules are applicable to their organization. 

Update: The FTC delayed the enforcement of Red Flag Rules until August 1, 2009.  See notice on their website at: http://www.ftc.gov/opa/2009/04/redflagsrule.shtm
Resources to view these and other proposed legislation: 

Legislative Bill Search:  http://www.leginfo.ca.gov 

Legislative Bills by Subject Index:  http://www.leginfo.ca.gov/legindexhtml/legindexALEAD.html
COPP – Privacy Legislation: http://www.oispp.ca.gov/consumer_privacy/privacy_leg/leg.asp 
COPP – Privacy Laws:  http://www.oispp.ca.gov/consumer_privacy/laws/ 
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