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	Security Concerns Regarding Grid Computing
Grid computing, (also known as Cloud Computing, distributed processing, and mesh networks) uses software programs to share spare computing cycles of a computer system to perform computational tasks.  Often these programs support scientific research (e.g., find a cure for a disease, search for extraterrestrial life, etc.) and are made available to willing participants in the form of desktop screen savers that run in the background sending results over the Internet to a central repository (system).  While seemingly innocent, these types of programs present security risks to participating systems and should only be used after careful review and consideration of the risks.
We strongly recommend agencies consult with their legal counsel, Information Security Officers (ISO), and Chief Information Officers (CIO) prior to making any decisions to participate in grid computing.  Because the negative effects of grid computing may be significant, the best way to protect your computer/system is to avoid using grid technology.

Factors agencies should consider prior to participating in grid computing:
· Downloading and installing software programs from the website.  The participant must download and install a software program from the website.  Industry standards and best security practices discourage this practice unless the software can first be scanned to ensure it does not contain malware or spyware and tested to ensure it does not negatively impact essential business applications; thus, agencies should consider how they would properly control and monitor downloads for this purpose when/if allowed.  Many agencies already have policies and technical controls in place to prohibit downloads not performed by an administrator.  This additional workload should be addressed when considering grid computing.
· Trust relationship with central system.  The participating computer owner (end user) must trust that the central system (data owner conducting the computational tasks) will not abuse the access being granted, such as interfering with the operation of other programs, affecting stored information, transmitting private data, or creating new security holes.  This is essentially a form of peer-to-peer (P2P) networking.  Many organizations that utilize grid computing will do so in a segregated manner, as to minimize risk. State agencies are required by law and state policy to ensure that confidential, personal and sensitive data is not disclosed to unauthorized persons.  Further, state agencies must ensure that written agreements for security provisions are obtained from those granted access to (electronic or paper) systems containing confidential, personal and sensitive information.
Pursuant to state policy (SAM Section 4841.2) and Executive Order S-16-04, the use of P2P technology for any non-business purpose is prohibited.  Before participating in grid computing, agencies would need to implement strong internal policies and training requirements regarding the grid computing arrangement.

· Actual resource utilization.  In practice, a participating computer will more than likely also donate some supporting amount of disk space, RAM, and network bandwidth, in addition to the raw CPU power.  Agencies may find the additional cumulative load (if all or a large population of employees were permitted to do this) is more than they can effectively handle.

· Energy/Power saving considerations.  There are energy and power saving considerations by powering computers and monitors off versus going into hibernate or sleep mode.  The cumulative energy from computers being left powered on throughout the night on a statewide basis may compete with desired energy saving goals and conflict with prior energy saving directives for achieving those goals.

· Other considerations.  In addition to security concerns there are other administrative questions and considerations, such as:  "Would doing this conflict with any other state policies?", "Is this an appropriate use of state resources?", "Who will decide which of the many efforts will be supported with state resources?", etc.  These types of questions should be considered and addressed before a decision is made to allow grid computing.

Tips to follow when implementing grid computing:
In the event of a documented business case for using grid computing, make sure a thorough risk assessment is completed before participating.  If a grid computing network is the only solution for your needs, consider the following tips for use of this type of service:

· Obtain Permission to Use Grid Computing on State Resources.  Obtain explicit, written permission before installing and using grid computing software on a state network or system.  As outlined in SAM section 4841.2, business use of P2P technologies must be approved by the CIO and ISO.  Other approvals may be necessary and it is highly recommended that the use of such applications also be approved at the agency director level.
· Limit Use of Grid Computing Applications on a State Network.  Restrict access to those in your agency who have legitimate business needs for participation in grid computing efforts.
· Obtain the Software from a Legitimate Source.  Obtain software only from known, legitimate and reputable sources.
· Test Software Prior to Implementing in a Production Environment.  Test software in a test environment to determine how it interacts with your other applications before deploying in a production environment.
· Scan Everything.  It is important that you have protective security software (anti-virus and anti-spyware) running on your computer.  This software should perform a virus scan on any file you download before you execute or open it.  Make sure that the most current anti-virus software and virus definitions are installed on your computer and regularly updated.  Scan your computer periodically with virus and spyware detection tools to ensure you haven't installed malicious code on your system.
· Adhere to the Law and State Policies.  Know the laws and state policies.  There may be legal ramifications from sharing and/or downloading certain programs or files.  Downloading software that disrupts business operations, or downloading improper files on computers or networks, or sharing personal information may lead to legal consequences, such as prosecution, disciplinary action, as well as financial liability.
Resources/References:

Additional information about current state policies and grid computing risks can be found at the following websites:

State Administrative Manual at http://sam.dgs.ca.gov/default.htm 
Executive Orders at http://gov.ca.gov/archive/executive-orders
SANS Top 20 Internet Security Attack Targets – C3 – P2P File Sharing Applications at http://www.sans.org/top20/#c3
MS-ISAC Newsletter, April 2007 - Security Concerns -- Peer To Peer (P2P) File Sharing at http://www.msisac.org/awareness/news/2007-04.cfm 
US-CERT Cyber Security Tip ST05-007

http://www.us-cert.gov/cas/tips/ST05-007.html
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