RFO <NUMBER>

Information Security Risk Assessment
<DEPARTMENT> 

<BRANCH/DIVISION/UNIT>
<ADDRESS>
<CITY, STATE ZIP>
You are invited to review and respond to this Request for Offer (RFO), <DEPARTMENT> RFO <NUMBER>, for information security risk assessment services.  In submitting your offer, you must comply with the instructions found herein.  The services required are delineated in the Statement of Work.  Please read the enclosed document carefully.  This is not a Competitive Bid; instead it is a California Multiple Award Schedule (CMAS) procurement.

Mail or deliver the offer to the Procurement Official listed below.  If mailed, it is suggested that you use certified or registered mail with return receipt requested.

The offer must be received in the number of copies stated, not later than the date and time specified in the Table I-1 - Key Action Dates.  One (1) copy must be clearly labeled "MASTER COPY."  All copies of the offer must be under sealed cover plainly marked "Information Security Risk Assessment — RFO <NUMBER>".  Offers not received by the date and time specified in Key Action Dates, or not sealed, will be rejected.  Offers submitted under improperly marked covers may be rejected.  If discrepancies are found between two (2) or more copies of the offer, the offer may be rejected.  However, if not so rejected, the Master Copy will provide the basis for resolving such discrepancies.  If one (1) copy of the offer is not clearly marked "Master Copy", <DEPARTMENT> may at its sole option select immediately after offer opening, one (1) to be used as the Master Copy.

Mail or deliver one (1) master, five (5) copies, and one (1) electronic copy on CD using Microsoft Word document format at a version not less than MS Office Word 2000 of the RFO response in a sealed envelope, clearly labeled "Information Security Risk Assessment — RFO <NUMBER>."

Mail or deliver RFO response to:

<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
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Section I – Introduction and Overview

A. Purpose and Background of Request For Offer 
The <DEPARTMENT> is seeking an information technology (IT) security vendor to do the following:  conduct a risk assessment of <DEPARTMENT>'s information technology security policies, practices, and procedures; develop a systematic approach for conducting routine and ad-hoc vulnerability assessments; train <DEPARTMENT>’s Information Services staff on how to conduct routine vulnerability assessments; and prepare and submit a report to executive management documenting the findings and recommendations.  All interested firms must be current California Multiple Award Schedule (CMAS) vendors and meet the requirements specified in this Request for Offer (RFO).  Bidders must have qualified staff on hand for this project and be ready to begin work on or before the latest project initiation date specified in the key dates listed in Section 1D.

The primary functions of the <DEPARTMENT> are to <DESCRIPTION OF CORE BUSINESS>.  The <DEPARTMENT> consists of approximately <NUMBER> employees located in <NUMBER> offices in <LOCATION>.  <DEPARTMENT> relies heavily on its departmental computing network to provide mission-critical computing services, i.e., email, office productivity, etc., at all locations.  The network is also used as the platform for key business applications and supporting database systems, and provides access to the <OTHER DEPARTMENT>, where other mission-critical applications are housed.

Vendor will be required to:

· Review existing IT Security Policies/Practices/Procedures:  The review consists of a risk assessment which is an evaluation of the security technologies and practices currently in place, a review of the Department's security and information management policies and procedures, and based on best practices, an identification of gaps that may require additional measures be taken.

· Develop a Vulnerability Assessment Plan:  Develop a plan for conducting regular and ad-hoc vulnerability assessments of the threats to <DEPARTMENT>’s security infrastructure and information resources and train <DEPARTMENT> staff on how to conduct these vulnerability assessments and evaluate the results.

· Prepare a final report with the vendor's assessment of the Department's IT risk management policies, practices, and procedures and present the findings to executive management with a prioritized list of recommended improvements along with estimated improvement costs.

Specific requirements are defined in the Scope of Work included herein as Exhibit A.
B. Scope of the RFO and California Multiple Award Schedule Vendor Admonishment

This RFO contains the instructions governing the requirements for an offer to be submitted by interested CMAS vendors, the format in which the offer information is to be submitted and the material to be included, the requirements that must be met to be eligible for consideration, and CMAS vendors' responsibilities.

Responses to this RFO will be evaluated based on the best value to the state.  Best value to the state is the offer that best meets and potentially exceeds the state’s administrative and business requirements at the most reasonable overall cost to implement and operate.  CMAS vendors should carefully read the entire RFO.

Issuance of this RFO in no way constitutes a commitment by the State of California to award a contract.  The state reserves the right to reject any or all offers received if the state determines that it is in the state’s best interest to do so.

If a CMAS vendor expects to be afforded the benefits of the steps included in this RFO, the CMAS vendor must take the responsibility to:

· Carefully read the entire RFO;
· Ask questions in a timely manner if clarification is necessary;

· Submit all required responses, complete to the best of CMAS vendors ability, by the required dates and times;

· Make sure that all procedures and requirements of the RFO are accurately followed and appropriately addressed; and,

· Carefully reread the entire RFO before submitting each offer.

Failure to respond completely to all portions of this RFO and/or addenda may disqualify the CMAS vendor’s offer.  CMAS vendors must possess at a minimum the experience, knowledge, skills, and abilities listed in Exhibit A-2 to be considered responsive to this RFO.  
C.
Written Questions

All questions regarding the content of this RFO may be submitted by e-mail, and must be received by the date indicated in Table I-1 — Key Action Dates identified in Section D, Page I-4.  
Questions may be submitted via e-mail to:

<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
<EMAIL ADDRESS>

<PHONE NUMBER>

Questions not submitted in writing by the deadline shall be answered at the state’s option.  When the state has completed its review of the questions, all of the questions and answers will be e-mailed to all vendors that have submitted a Letter of Intent.  If needed, an addendum will be issued and the CMAS vendors will have five (5) state business days to ask questions about changes made in the addendum. 

D.
Procurement Official

The Procurement Official for submitting offers is:

<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
<EMAIL ADDRESS>

<PHONE NUMBER>

E.
Key Dates

Listed below are the key actions and dates by which the activities must be taken or completed for this RFO.  If the state finds it necessary to change any of these dates, it will be accomplished via consecutively numbered addenda to this RFO that is e-mailed to all participating Master Services Agreement contractors by the <DEPARTMENT> Procurement Official. 
*ALL DATES AFTER THE SUBMISSION OF FINAL OFFERS ARE APPROXIMATE AND MAY BE ADJUSTED AS CONDITIONS INDICATE, WITHOUT ADDENDUM TO THIS RFO.
Table I-1 – Key Action Dates

	Item
	Action
	Date

	1
	Release Request For Offer (RFO)
	

	2
	Submission of Letter of Intent (Exhibit H), Conflict of Interest and Confidentiality Statement (Exhibit E), and Confidentiality and Non-Disclosure Agreement (Exhibit F) by 3:00 pm PST.  Submit to: 

<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
	*

	3
	Bidder’s Conference
	

	4
	Submission of final offer by 3:00 pm PST. Submit to: 

<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
	

	5
	Last Day to Submit Customer References
	

	6
	Vendor Presentations/Interviews (if required)
	

	7
	Proposed Agreement Award 
	

	8
	Project Initiation (latest start date)
	

	9
	Project Completion
	



* Date may be extended if less than three responses are received.

F.
Letter of Intent

Any CMAS vendor that intends to respond to this RFO must submit a Letter of Intent (Exhibit H), stating their intention by the date identified in Table I-1 – Key Action Dates above.  Only those Bidders that submit a letter stating that they intend to submit a proposal for this RFP will receive notifications regarding this procurement. The letter should identify the contact person for the solicitation process, plus phone and fax numbers and e-mail address.  The state is responsible for notifying one contact person per prime contractor. Information related to a Bidder will be given to the designated contact person.  It shall be the Bidder’s responsibility to immediately notify the Procurement Official, in writing, regarding any revisions to the information.  The state shall not be responsible for proposal correspondence not received by the Bidder if the Bidder fails to notify the state, in writing, of any revisions.
G. Confidentiality

To preserve the integrity of the security and confidentiality measures integrated into the <DEPARTMENT> automation system, each contractor and subcontractor is required to sign a Conflict of Interest and Confidentiality Statement attached as Exhibit E and F to this section and to submit it by the date identified in Table I-1 – Key Action Dates above.  Similarly any contractor and subcontractor and each of their employees engaging in services to <DEPARTMENT> related to this RFO and the resulting contract, requiring them to come into contact with confidential agency information, will be required to exercise security precautions for such data they may come in contact with.  Each of the employees of the successful vendor, and any subcontractors and their employees must sign formal compliance agreements regarding confidentiality and non-disclosure and computer security policy (Exhibit G) prior to commencing work identified in this RFO.   
H.
Bidder’s Conference

<DEPARTMENT> will conduct a Bidder’s Conference to respond to questions concerning this RFO.  Interested bidders are invited to attend the conference on the date and time indicated above at the following location:

<DEPARTMENT>

<BRANCH/DIVISION/UNIT>

<ADDRESS>
<CITY, STATE ZIP>

Please notify the Agency Contact if you plan to participate.  All questions must be presented at the Bidder’s Conference.  Responses will not be provided to questions after the Bidder’s Conference.

I.
RFO Response Guidelines
This RFO and the Vendor’s response will be made part of the CMAS order documents and the resulting contract file.  One full copy of your approved CMAS must be provided with the proposal.

Responses to this RFO must contain all information requested. It is the Vendor’s responsibility to provide all required and any other information deemed necessary for <DEPARTMENT> to determine and verify the Vendor’s ability to perform the tasks and activities defined in the Vendor’s Statement of Work.  The Vendor must submit one (1) original, five (5) printed copies of the RFO response, and one (1) copy of the Vendor’s approved CMAS to the Agency Contact by the Response Due Date.  Bids must be submitted in hardcopy and will NOT be accepted if e-mailed.  <DEPARTMENT> will not be responsible for any late or incomplete RFO responses due to mistakes, delays, and/or the carrier.

1.
RFO Response Content (Administrative Requirements)
(a)
Scope of Work:  Bidders must submit a response that maps each task/deliverable to the requirements in Exhibit A — Scope of Work in this RFO.  The response must include:

· Understanding of the project/work requirements.

· Proposed approach to complete the work objectives.

· Proposed outline and/or samples of each key deliverable (provide samples from previous projects).

· Preliminary project plan and schedule for the Risk Assessment.

· Project organization and staffing.

· Assumptions, i.e., requirements, risks and expectations, used to develop the proposal.

· Qualifications of the firm and provide at least two customer references from previous projects that are similar in nature and scope to this project. Customer references must be submitted by the date identified in Table I-1 – Key Action Dates.

· Résumés for each proposed project staff person.  Changes in the Vendor’s project staff must be approved in advance by the <DEPARTMENT> Project Manager.

(b)
Costs:  Complete Exhibit B — Cost Worksheet, detailing direct labor and other costs.

Travel Costs:  All work will be performed at either <DEPARTMENT>’s main office <LOCATION>, a branch office <LOCATION>, the <DEPARTMENT> executive office in <LOCATION>, and/or at one of the <OTHER DEPARTMENT>, <SPECIFY LOCATION>.  Travel costs to any work sites within the greater Sacramento area will not be reimbursed.

(c)
Milestone Payment Schedule:  Complete Exhibit C — Payment Schedule, outlining a schedule of progress payments by key deliverables/milestones.

(d)
Administrative Requirements:  Bidders must include all of the required or applicable items identified in the following table:

	Requirement Item
	Requirement Status

	Payee Data Record (STD 204)
	REQUIRED

	Professional Errors and Omissions Insurance
	Not required

	Disabled Veterans Business Enterprise (DVBE) Preference
	Not required; however, indicate in your response if you are a Certified DVBE.

	Target Area Contract Preference Act
	Not required

	Local Agency Military Base Recovery Area (LAMBRA)
	Not required


	Enterprise Zone Act
	Not required

	Small Business Preference
	Not required; however, indicate in your response if you are a Certified Small Business.

	List of subcontractors
	If used, your response must identify all subcontractors you intend to use for this project.  Provide the subcontractor’s firm name, address, contact person, and phone number.  Subcontractors are subject to all CMAS terms and conditions.


2.
Presentation/Interview

<DEPARTMENT> may require a presentation/interview from the bidders based on RFO responses.  If required, please refer to the Key Action Dates identified on page I-5. The proposed key project staff (as identified in the RFO) must be in attendance at the presentation/interview.

3.
Evaluation Process

(a)
Selection will be made based on best value.

(b)
RFO responses that meet all requirements for a complete response will be considered “responsive.”  <DEPARTMENT> may give bidders the opportunity to clarify/correct their responses prior to scoring.

(c)
Acceptable responses will be scored using a two-step method, as follows, to determine the winning bid:


Step 1 — Each response will be scored based on the technical evaluation factors/criteria as outlined in the following table.  The technical evaluation is worth 50 points.  Bidders must receive at least 35 points of the possible 50 points to be considered “responsive.”  Those responses that fail to meet the minimum technical score will be rejected.  Additionally, presentation/interviews will not be scheduled for those bidders who receive less than 35 points for all other technical factors.


Step 2 — Only the “responsive” proposals from Step 1 above will be scored for cost.  Cost is worth 50 points and will be scored according to the criteria/formula specified in the following table (see page I-9).

(d)
Award will be given to the bidder with the highest total composite score.

	CATEGORY AND CRITERIA
	MAXIMUM POINTS = 50

	Experience

A.
Primary Business
B.
Knowledge of mandates, policies, and standards
C.
Technical environment knowledge
D.
Certifications

(1)
Résumés

(2)
Professional certifications
E.
Similar engagements
	Possible Points:  20

Points maximum for each identified criteria (A=2, B=2, C=4, D=2, and E=10)

Points are awarded to proposals that adequately addresses experience and knowledge in each area listed (A-E).

	Understanding of Statement of Work

A. Review IT Risk Management Practices

(1) Evaluate current technology measures (Risk Assessment)

(2) Review standard policies and practices

(3) Prepare gap analysis comparing with known best practices

B. Vulnerability Assessment Methodology

(1) Prepare vulnerability assessment plan.

(2) Recommend cost effective tools for conducting vulnerability assessment.

(3) Develop training materials for <DEPARTMENT> staff

C. Prepare Final Report

(1) Executive summary of findings

(2) Detailed discussion of findings and recommendations

(3) Prioritized list of recommendations
	Possible Points:  12
4 points maximum for each Section (A, B &C)

Points are awarded to proposals that demonstrate an understanding of the work to be provided and adequately address the criteria listed for each section.

	Approach Clearly Stated

The proposal must include a standards-based risk assessment methodology that supports a project plan to manage schedule, scope, cost, and quality.  The proposal must include a:

A.
Comprehensive project plan

B.
Quality assurance plan

C.
Project Reports


(1)
Status


(2)
Issues


(3)
Final Report and Recommendations
	Possible Points:  12

Points maximum for each identified criteria
(A=6, B=2, C=4 points).  Clearly describes the approach for each of the criteria listed.

	References

A.
References were provided

B.
References for work in security field

C.
Reference for similar engagement is comparable in scope of this project or of a larger project
	Possible Points:  6

-Provide references for similar engagements
-Previous work met expectations
-Effective communication on issues

	Cost


	Possible Points:  50

Lowest bid receives maximum points, remaining bids are reduced in proportion to their multiple of lowest bid ([lowest bid/bid] * maximum points)


EXHIBITS

REQUEST FOR OFFER — <NUMBER>
INFORMATION SECURITY RISK ASSESSMENT
EXHIBIT A — SCOPE OF WORK

1.
Scope and Description

Qualified consultant services are required to:

(a) Assess the Department's IT Risk Management Program

Section 4842 of the State Administrative Manual (SAM) requires all departments and agencies to have risk management practices in place that include "the identification and assessment of risk through risk analysis (SAM Section 4842.1) and the initiation and monitoring of appropriate practices in response to that analysis through the agency's risk management program (SAM Section 4842.2)."

At specific intervals, the Department's IT risk management practices should be evaluated to ensure they represent a realistic response to current threats and risks to information assets.  An assessment by an outside entity will provide an objective and independent perspective on the Department's compliance with the intent of meeting these state requirements.  The purpose of this assessment is to ensure standard, uniform, and effective security measures are implemented throughout the organization to properly protect information assets from ever-increasing security threats, vulnerabilities, and exposures.

The consultant will perform the following within three months:

(i) Risk Assessment:  Assess <DEPARTMENT>’s current environment and security practices.  The assessment will include an analysis of known risks inherent to the computing infrastructure (network, servers, printers, desktops, data storage devices, telephone system and other associated peripheral devices), and applications systems (commercial off-the-shelf and custom-developed applications).

(ii) Policies and Procedures Assessment:  Assess current security policies and procedures.  Copies of existing security policies and procedures will be provided to the successful consultant for review at the beginning of the engagement.

(iii) Gap Analysis:  Identify the gaps between <DEPARTMENT>’s current IT risk management practices and industry best practices.  Recommend solutions for improving in the areas identified.  The recommendations must be consistent with State policy as specified in SAM and in Budget Letters that address security practices and risk management.

(b) Vulnerability Testing

Test <DEPARTMENT>’s existing network infrastructure for security vulnerabilities.



Develop a plan for conducting vulnerability assessments to test for threats to <DEPARTMENT>'s security infrastructure and information resources.  The intent is to provide tools and procedures that can be used on a scheduled or ad-hoc basis by <DEPARTMENT> technical staff to check for vulnerabilities to our network and systems.  The plan should take into account limitations of <DEPARTMENT>’s technical staff resources and funding resources needed to implement the plan.  The plan should include:

(i) Identification of one or more cost-effective tools for conducting vulnerability testing.  The use of open source tools is preferred unless a compelling case can be made for a proprietary tool.

(ii) A detailed set of procedures for conducting vulnerability testing using the tool(s) selected in paragraph 1(b)(i).  The procedures should include information on conducting the tests and evaluating results.

(iii) A detailed training manual that documents how to conduct vulnerability tests and evaluate test results.

(c) Final Report



Prepare a final report with the vendor's assessment of the Department's IT risk management policies, practices, and procedures along with the vendor's recommendations, based on the gap analysis, for suggested improvements.  The final report should include:

(i) An executive summary that provides a summarized view of the findings and recommendations.

(ii) A detailed discussion of the technical review, policy review, and the gap analysis comparing current practice with best practice.

(iii) A prioritized list of recommendations including an estimated cost for implementing each recommendation.

(iv) A chart that cross-references each recommendation with the best practice literature and policy alignment (i.e., SAM 4842.1) that supports the recommendation.

2.
Vendor Qualifications

The Vendor must have the following qualifications:

(a) IT Security Assessment, IT System Security, or Network Security as a primary line of business.

(b) At least three (3) years experience conducting IT risk assessments.

(c) Experience demonstrated by previous engagements in risk assessment and risk management planning.

(d) Experience in California State government assisting departments with risk management planning.

(e) A lead staff person who has industry-recognized certifications in information security, in areas of IT System Security, Network Security, Security Assessment and/or Risk Assessment, such as Certified Information Systems Security Professional (CISSP), Certified Information Systems Auditor (CISA), or Microsoft Certified Systems Engineer (MCSE).

(i) Understanding of <DEPARTMENT>’s technical environments and have advanced technical knowledge of Microsoft networking technology, McAfee and Trend Micro Antivirus software, ArcServe Backup software, Cisco routers, switches, and firewall hardware and software, SQL Server 2000 and 2005, Oracle 10g, DB2 in a mainframe environment, Windows Exchange Server, MS Office 2003 and 2007, Windows 2003, Windows XP, Windows Vista, Java programming environment, .NET programming environment, Natural programming environment, Apache and IIS web servers, Tomcat and Webobjects application servers.

3.
Vendor Task Requirements


The Vendor must perform the following tasks or may propose additions, changes, or deletions to these tasks with <DEPARTMENT>’s approval, so long as the work objectives are achieved:

(a) Meet with <DEPARTMENT>’s Project Manager to review project scope and objectives, update project work plan and schedule, and prepare agenda for project kick-off meeting, and conduct project kick-off meeting.

(b) Attend meetings and provide weekly reports covering the following areas:

(i) Project Status — Consisting of date of creation, reporting period, submission author, schedule status, significant past accomplishments, planned activities for next reporting period, and updated project schedule reflecting progress and revised planning.

(ii) Project Issues — Consisting of issue number, description of issue, date issue identified, assigned individual to close issue, target issue close date, actual close date, actions taken to close issue, and current status of issue.

(iii) Issues List

(c) Any other items deemed appropriate and important by the Project Manager to report the status of the project and ensure its success.

(d) Prepare and submit a weekly project status report.  Meet weekly with the <DEPARTMENT> Project Manager and project steering committee.  Reporting must include at a minimum, project status relative to the project plan, issues, risks and recommended mitigation measures, and an updated project plan and schedule.

(e) Deliver all project deliverables as scheduled.

(f) Conduct project close out with <DEPARTMENT> Project Manager.

4.
Key Deliverables

The Vendor is expected to provide the following key deliverables:

(a) Updated Project Work Plan and Schedule (within one week after project initiation), detailing the plan and schedule for the risk assessment and the policy and procedures using Microsoft Project 2003.

(b) Draft Final Report with risk assessment findings and recommendations* (within three [3] months of project initiation).

(c) Vulnerability Assessment tool recommendation, detailed assessment procedures and training manual (within three [3] months of project initiation).

(d) Project Final Report and presentation to executive management (at project completion).

*All final documentation must include three printed hard copies and an electronic softcopy in Microsoft Office 2003 format.

5.
Acceptance Criteria

<DEPARTMENT> will be the sole judge of the completion and acceptability of all deliverables produced by the Contractor as a result of this RFO.  Acceptance criteria consist of the following:

(a) <DEPARTMENT> Project Manager must approve the format and content of all other deliverables in advance.

(b) All deliverables must be completed, as specified, and approved by <DEPARTMENT> in writing.

If a deliverable is not acceptable, <DEPARTMENT> will provide the reason, in writing, within five (5) working days of receipt of the deliverable.

6.
Additional Contract Terms

The contract is subject to the CMAS terms and conditions between the Contractor and the State of California, except as specified below:

(a) This is a fixed-price, deliverables contract.  All costs must be inclusive of labor and other direct costs, including travel.

(b) Progress payments will be made upon written acceptance of the key deliverables.  Itemized invoices must include the RFO number and submitted in triplicate to:


<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
(c) Payment withholding will apply.  Ten percent (10%) of the invoiced amount will be withheld pending final completion, receipt, and acceptance by <DEPARTMENT> of the final deliverable.

7.
Unanticipated Tasks

The State may add an additional amount in the contract for unanticipated tasks.  Unanticipated tasks will be executed as change orders, in the event that additional work must be performed which was wholly unanticipated, and which was identified in neither the State’s solicitation document nor the Vendor’s bid submitted in response thereto, but which in the opinion of both parties is necessary to the successful accomplishment of the general scope of work.

8.
Prime Contractor Responsibilities

A vendor submitting an offer that results in the award of a contract will be considered the prime contractor.  The prime contractor accepts full responsibility for coordinating and controlling all aspects of the contract, including support or activities to be performed by any sub and/or secondary contractors.  The prime contractor will be the sole point of contact with the state relative to contract performance.  If this performance involves the use of one or more program products proprietary to another firm, the prime contractor will be responsible for acquiring a proper license for the state's use of such program products.  If any offer includes software or services provided by other firms, the contractor submitting the offer will be considered as prime contractor for the delivery, and maintenance of the entire offer.

In all contractual matters, the state will consider the prime contractor to be the sole point of contact.  There will be no assignment of responsibility to a third party without prior written approval from <DEPARTMENT>.

The Vendor is expected to:

(a) Complete the tasks according to an agreed upon scope of work and project plan.

(b) Employ qualified/certified professional staff.  Changes in the Vendor’s project staff must be approved in advance by the <DEPARTMENT> Project Manager.

(c) Supervise Vendor’s staff.

(d) Provide work tools and equipment as needed.

(e) Make any necessary travel arrangements.

(f) Employ quality assurance in development, completion, and delivery of all contract deliverables.

9.
State Responsibilities

<DEPARTMENT> Project Manager will:

(a) Serve as <DEPARTMENT>’s primary point of contact.

(b) Clarify the work to be done.

(c) Provide access to business and technical documentation and any other relevant materials.

(d) Schedule meetings with <DEPARTMENT> personnel.

(e) Provide appropriate office space, communications, equipment, and software for up to two (2) contract staff.  Identification of Vendor needs and an agreement for <DEPARTMENT> providing such needs will be made prior to the start of the contract.

(f) Approve changes in Vendor’s project staff and verify staff qualifications and certifications.

(g) Coordinate review of interim and key deliverables in a timely manner.

(h) Approve key deliverables.

(i) Approve change orders.

(j) Receive, approve, and ensure timely payment of Vendor’s invoices upon acceptance of key deliverables.

(k) Coordinate timely resolution of contract issues, disputes, and any other contract/performance issues.

10.
Web Site References

http://www.<DEPARTMENT>.ca.gov

http://sam.dgs.ca.gov
EXHIBIT B — COST WORKSHEET

Direct Labor

	Staff Person Name
	Classification
	Hours
	Hourly Rate
	Total

	
	
	
	$
	$

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Subtotal
	
	
	
	$


Subcontractor Labor Costs

Identify the subcontractor labor classification and hourly costs, etc.  Note:  The hourly rate cannot exceed the labor costs awarded under this CMAS.

	Subcontractor Name
	Classification
	Hours
	Hourly Rate
	Total

	
	
	
	$
	$

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Subtotal
	
	
	
	$


Other Direct Costs (except Labor)

	Cost Type
	Cost Basis
	Total

	Travel Costs
	$
	$

	
	
	

	
	
	

	Subtotal
	
	$


	Total Cost / Bid Amount
	$


EXHIBIT C — MILESTONE PAYMENT SCHEDULE
	Key Deliverable
	Work Plan Milestone/
Major Task1
	Estimated Completion Date
	Direct Labor Hours
	Direct Labor Costs
	Other Direct Costs
	Invoice Amount2

	
	
	
	
	$
	$
	$

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total  
	
	$
	$
	$


1
Map key deliverable to work plan milestone/tasks.

2
Amount to be invoiced to <DEPARTMENT>.  The actual payment amount will be the invoiced amount less the 10 percent withhold.

EXHIBIT D — FINAL CHECKLIST

This list is being provided as a reminder of what is to be included in your response to the RFO.  The proposal package must include the following:

(

Cover Letter identifying your firm’s primary contact, phone number, and e-mail address

(

Technical Proposal — See Section 1, RFO Response Guidelines, sub-section F1(a).

(

Cost Worksheet Exhibit B-1 — See Section 1, RFO Response Guidelines, sub-section F1(b)

(

Milestone Payment Schedule Exhibit B-2 — See Section 1, RFO Response Guidelines, sub-section F1(c)

(

Payee Data Record (STD 204) — See Section 1, RFO Response Guidelines, sub-section F1(d)

(

Original and five copies of the proposal package — See Section 1F, RFO Response Guidelines

(

Full copy of your CMAS package — See Section 1F, RFO Response Guidelines


ALL PROPOSALS ARE TO BE SENT OR DELIVERED TO:
<NAME, TITLE>

<BRANCH/DIVISION/UNIT>

<DEPARTMENT>
<ADDRESS>
<CITY, STATE ZIP>
ALL PROPOSALS MUST BE RECEIVED AT THE ABOVE ADDRESS NO LATER THAN 3:00 P.M. ON <DATE>.  RFO RESPONSES RECEIVED AFTER 3:00P.M. ON <DATE> WILL BE REJECTED.
EXHIBIT E — CONFLICT OF INTEREST AND 
CONFIDENTIALITY STATEMENT
<DEPARTMENT>
Information Security Risk Assessment Project
RFO <NUMBER>
I certify that I have no personal or financial interest and no present or past employment or activity which would be incompatible with my participation in any activity related to the planning or procurement processes for the Information Security Risk Assessment Project RFO <NUMBER>.  For the duration of my involvement in this Project, I agree not to accept any gift, benefit, gratuity or consideration, or begin a personal or financial interest in a party who is bidding and/or proposing, or associated with a bidder and/or proposer on the Project.

I certify that I will keep all project information, including information concerning the planning, processes, development or procedures of the Project, confidential and secure.  I will not copy, give or otherwise disclose such information to any other person unless the <DEPARTMENT> has on file a confidentiality agreement signed by the other person, and the disclosure is authorized and necessary to the Project.  I understand that the information to be kept confidential includes, but is not limited to, specifications, administrative requirements, and terms and conditions, and includes concepts and discussions as well as written or electronic materials.  I understand that if I leave this Project before it ends, I must still keep all Project information confidential.  I agree to follow any instructions provided by the Project relating to the confidentiality of Project information.

I fully understand that any unauthorized disclosure I make may be a basis for civil or criminal penalties and/or disciplinary action (including dismissal for State employees).  I agree to advise <NAME>, at <PHONE NUMBER>, immediately in the event that I either learn or have reason to believe that any person who has access to Project confidential information has or intends to disclose that information in violation of this agreement.

	Signature:
	Date:

	Name:
	Agency/Company:

	Title:
	Unit:  

	Position:
	E-Mail Address:

	Telephone:
	Fax Number:


Return original signed certification with your final offer.

Keep copy for self (and contract and/or vendor’s employer) if desired

EXHIBIT F — CONFIDENTIALITY AND 
NON-DISCLOSURE AGREEMENT
This Confidentiality and Non-Disclosure Agreement certifies that all employees of the company identified below will apply confidentiality measures in compliance with the practices or procedures mandated by the Department of General Services and/or the <DEPARTMENT> regarding public information.  All confidential information will remain the exclusive property of the <DEPARTMENT>.  All requests from entities other than those related to this project must be approved by the <DEPARTMENT> Project Director.

On behalf of below company, I fully understand that disclosure of confidential information may be cause for civil penalties.

Company Name:  


Authorized Representative:  


Phone Number:  
 Fax Number: 


E-mail Address  

Signature





Date

Print Name and Title:  


EXHIBIT G — <DEPARTMENT> COMPUTER SECURITY POLICY
This policy applies to employees, contractors, consultants, temporaries, and other workers at the <DEPARTMENT>, including all personnel affiliated with third parties.  This policy applies to all equipment that is owned or leased by employees, contractors, consultants, and temporaries including all personnel affiliated with third parties.

In order to secure <DEPARTMENT> information technology (IT) resources and mitigate security vulnerabilities, all users shall use <DEPARTMENT> IT resources responsibly and adhere to the following requirements:

1. Install antivirus software and ensure virus definition (DAT) files are, and remain, up-to-date.

2. Apply vendor-supplied patches/fixes necessary to repair security vulnerabilities.

3. When logging onto the <DEPARTMENT> network for the first time, change your password (see instructions below if necessary).

To change password:

a. Hold down Ctrl+Alt+Delete

b. From the Windows Security Dialog box, click Change Password
c. Enter your Temporary Password in the Old Password box

d. Enter your New Password (must be a minimum of 9 characters) in the New Password box

e. Reenter your New Password in the Confirm New Password box and click OK

4. Do not share your computer or network account(s) password with anyone.  This includes family and other household members when work is being done at home.

5. Read and comply with the <DEPARTMENT> Computer Use Policy located on the department's Intranet.

I have read and understand the <DEPARTMENT> Computer Security Policy.

Signature

Date

Print Name and Title:  


EXHIBIT H — LETTER OF INTENT FOR RFO <NUMBER>
Direct the Letter of Intent to submit an offer for RFO <NUMBER> to the individual shown below:

<NAME, TITLE>



<EMAIL>

<BRANCH/DIVISION/UNIT>


<PHONE NUMBER>

<DEPARTMENT>



<FAX NUMBER>
<ADDRESS>
<CITY, STATE ZIP>
Vendor shall specify by checking one of the following regarding their present intent in response to the above referenced RFO.  

 FORMCHECKBOX 

Submit an offer and has no problem with the RFO requirements

 FORMCHECKBOX 

Submit an offer, but has one or more problems with the RFO requirements for the reasons stated in this response (specify below)

 FORMCHECKBOX 

Does not intend to submit an offer, for reasons stated in this response, and has no problem with the RFO requirements

 FORMCHECKBOX 

Does not intend to submit an offer because of one or more problems with the RFO for reasons stated in this response (specify below)

The individual to whom all information regarding this RFO should be transmitted is:


Company Name:  



Contact Person:  


Address:  


City, State, & Zip:  


Phone Number:  
Fax Number: 



E-mail Address  

Sincerely,

Signature





Date

Print Name and Title:  

If the vendor has one or more problems with the RFO requirements, please state below: 
____________________________________________________________________________

EXHIBIT I — CUSTOMER REFERENCE
NOTE TO CUSTOMER REFERENCE:  

The vendor for this Request for Offer (RFO) is providing you this Customer Reference form to verify your overall satisfaction of their prior contract performance in relation to the requirements of this RFO.  

As part of reviewing completed customer reference forms received, the state may contact you for a brief discussion of the contents of this form.

If the vendor has pre-filled items 1 through 8, please verify that the information is correct.

1. Customer Reference Department Name: 

______________________________________________________________________

2. Customer Level: 

 FORMCHECKBOX 
 State Government (specify):

 FORMCHECKBOX 
 County Government (specify):

 FORMCHECKBOX 
 City Government (specify):

 FORMCHECKBOX 
 Subsection within a government (e.g., Port Authority) _________________

 FORMCHECKBOX 
 Non-Government (specify):

3. Project was reportable to the California Department of Finance, Office of Technical Review, Oversight and Security (OTROS) using the Information Technology Project Oversight Framework as identified in the State Information Management Manual (SIMM). 

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

4. Vendor was the prime contractor:  FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

5. Customer Reference Contact Person:

____________________________________________________________
6. Title of Customer Reference Contact Person:

____________________________________________________________

7. Phone #: (____)___________________

8. Customer Reference Contact Address (Mailing and e-mail):

Street:_________________________________City:_______________State:___

E-mail address:__________________________________________________________

9. Duration of Service:

__________________________through_______________________

10. Dollar Amount of Service:_____________________($250,000 annual minimum)

________________________________________________________________________
ITEMS 9 THROUGH 12 ARE TO BE COMPLETED BY THE REFERENCE CUSTOMER ONLY.

11. Please provide a brief description of the work performed (use additional sheets if deemed necessary):
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
12. Ratings

Knowledge and Skill Ratings: On a scale from one (1) to ten (10), with ten being the highest rating, for each of the following categories how would you rate the referenced vendor’s Knowledge and Skills?  (Please circle one number)

Risk assessment and vulnerability testing knowledge and skills
1
2
3
4
5
6
7
8
9
10

Written, oral, and presentation skills 

1
2
3
4
5
6
7
8
9
10

Knowledge of mandates, policies, and standards 

1
2
3
4
5
6
7
8
9
10

Performance Ratings: On a scale from one (1) to ten (10), with ten being the highest rating, for each of the following categories how would you rate the referenced vendor’s Performance?  (Please circle one number)

Quality of work products
1
2
3
4
5
6
7
8
9
10

Timeliness of Deliverables and Other Work Products

1
2
3
4
5
6
7
8
9
10

Effectiveness of vendor's personnel
1
2
3
4
5
6
7
8
9
10

Success of the Work Product (i.e., was the project successfully implemented?) 

1
2
3
4
5
6
7
8
9
10

Customer Satisfaction Rating:  On a scale from one (1) to ten (10) with ten being the highest rating, how would you rate your Overall Satisfaction with the referenced vendor?  (Please circle one number)

1
2
3
4
5
6
7
8
9
10

Certification:  I hereby certify that I have made a diligent effort to ascertain the facts with regard to the representations made herein and, to the best of my knowledge and belief all information is accurate.

Customer Reference Contact Person Signature

Date

Print Name and Title:  


