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Meeting Agenda

Infroductions/Opening Remarks 9:30- 935

Statewide Security Program Updates 9:35-1005

Advanced Persistent Threat Attacks

Michael Cahoon, Special Agent 10:05-11:05
Federal Bureau of Investigation, Cyber Squad- Sacramento

Computer Crime Investigations

Sergeant Kelly Dixon 1:05-11:25
California Highway Patrol, Computer Crimes Investigations Unit

Q&A and Closing 11:25-11:30




Keith Tresh, Director and CISO
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Statewide Program Updates

B Organizational Changes
B [T Security Awareness Fair
B [SO Training

EE= B Upcoming Governance Meetings
@ B Information Security Program and Policy

]
Improvement Project Update
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Organizational Changes i reciioor Acency

B Statewide Changes

B Governor’s reorganization plan (GRP 2) to
restructure Technology, General Services, and
Human Resources into a new Government
Operations Agency.

B Proposal effective July 3, 2012
@ One year to implement

B Corresponding legislation available at
http://www.leginfo.ca.gov/pub/11-
12/bill/asm/ab_0001-
0050/grp_2_bill_20120503_history.html
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Organizational Changes

B OIS Team Membership Changes

B New Manager - Statewide Enterprise Disaster
Recovery Management Program

¥ Victoria Craig
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T Security Awareness Fair

VISION ADVISORY BOARD SPEAKERS SOLUTION CENTER CASE STUDIES CONTACT US PSP HOME

e
8:00 AM - 5:00 PM

* Identifying the real threats to missions of California Government
* Designing a protected environment that balances the needs of the program areas, technology, and constituent
’ * Understanding new technologies used to protect Government Operations from attack

= = * Executive content that focuses on how to best provide service within a secure environment
* Information on the reality of intrusion efforts delivered by public and private security industry leaders
* Technology training to keep security personnel current with tools to proiect government operations

California Technology Agency « Office of Information Security

Sheraton Grand Sacramento Hotel
1230 J Street, Sacramento CA 95814

' Tracks include: Security within a Cloud Environment, Assessing the Threat Landscape, Law Enforcement
and e-Discovery
. Workshops that deliver hands-on education around securing a virtual environment: Establishing a Security

Capability Baseline, and The Do’s and Don'ts of Breach Notification
Top Speakers including California Technology Agency Secretary Carlos Ramos, NIST Fellow Dr. Ron
Ross, and U.S. Homeland Security’s National Cyber Security Division Director Kelvin Coleman.
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ISO Training i reckiGioey Acamcy
B 2012 ISO Basic Training Class Schedule
B December 4 at Otech Training Center

B Register at OTech Events webpage at:
www.otech.ca.gov/calendar

B NIMS Incident Command System (ICS)

B Long-used by other types of emergency
response personnel (fire, law enforcement,
public works, hospitals, emergency operations
centers)

B Can be leveraged for cyber incident response

B Online Introduction to ICS Course at:
http://training.fema.gov/EMIWeb/1S/is100b.asp



http://www.otech.ca.gov/calendar
http://training.fema.gov/EMIWeb/IS/is100b.asp
http://training.fema.gov/EMIWeb/IS/is100b.asp
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Governance Meetings

B Mark your calendars - Stay informed
® /SO Bi-Monthly Meetings

" November 8
B DR Coordinator Quarterly Meeting

W October 31

B CIO Quarterly Forums
¥ October 4
® December 13
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Information Security Program and
Policy Improvement Project Update

State of California

Executive Branch

. ; Stale Agencies,
Stearing Commitiee o | Policy and Project Lifecycle | o P
- > Steeri -+ p Departments, Offices, and  f«

. it Commissians

SECURITY
COMMITTEE

WORKGROUP

Cffice of Information P
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Federal Bureau of Investigations
Cyber Squad - Sacramento

Michael G. Cahoon
Special Agent
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California Highway Patrol Computer
Crimes Investigations Unit

Sergeant Kelly Dixon
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Closing

Thank you for joining us and
all that you do!
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