

<AGENCY NAME> Exh. D 		Agency Agreement #
(Revised and Effective 07/15/2016)		Agreement #
                                                                                                            Name of Contract
EXHIBIT D
SPECIAL TERMS AND CONDITIONS
INFORMATION SECURITY - DATA SECURITY AND PRIVACY


[bookmark: _GoBack]THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS – INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA).  STATE AGENCIES MUST FIRST: 
A. CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5; 
B. CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN; 
C. MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH ACQUISITION.   


ARTICLE 1 – PURPOSE AND SCOPE


A.   This Data Security and Privacy Addendum is designed to protect the <AGENCY NAME> Non- public Information and <AGENCY NAME> Information Resources (defined below). This Addendum describes the data security and privacy obligations of Contractor and its sub-Contractors that connect to <AGENCY NAME> Information Resources and/or gain access to Non-public Information (defined below).

B.   Contractor agrees to be bound by the obligations set forth in this Addendum. To the extent applicable, Contractor also agrees to impose, by written contract, the terms and conditions contained in this Addendum on any third party retained by Contractor to provide services for or on behalf of the <AGENCY NAME>.

ARTICLE 2 – DEFINE TERMS


a) “Data” - means any information, formulae, algorithms, or other content that the State, the State’s employees, agents and end users upload, create or modify using the Information Technology pursuant to this Contract.  Data also includes user identification information and metadata which may contain Data or from which the State’s Data may be ascertainable. 

b)  “Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.  


c) “Recovery Point Objective (RPO)” - means the point in time to which Data can be recovered and/or systems restored when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between the interruption and the most proximate backup of Data immediately preceding the interruption.  The RPO is detailed in the SLA.   

d) “Recovery Time Objective (RTO)” - means the period of time within which information technology services, systems, applications and functions must be recovered following an unplanned interruption. The RTO is detailed in the SLA.

e) “Non-public Information” - means  data submitted to the Service provider’s, other than Personal Data, that is not subject to distribution to the public as public information.  It is deemed to be sensitive and confidential by the State because it contains information that is exempt by statute, regulation, or policy from access by the general public as public information

 
f) “Personal Data” - means data submitted to the Service Provider’s that includes information relating to a person that identifies the person by name and has any of the following personally identifiable information (PII): government-issued identification numbers (e.g., Social Security, driver’s license, passport); financial account information, including account number, credit or debit card numbers; or protected health information (PHI) relating to a person. 

g) “Service Provider” – means the Contractor, subcontractors, agents, resellers, third parties and affiliates who are providing the services agreed to under the Contract.


h) “Protected  Information” - means  information  that  identifies  or  is capable  of  identifying  a  specific  individual,  including  but  not  limited  to   personally-identifiable information, medical information other than Protected Health Information as defined under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the HIPAA regulations (including, but not limited to 45 CFR § 160.103), Cardholder Data (as currently defined by the Payment Card Industry Data  Security  Standard  and  Payment  Application  Standard  Glossary  of  Terms,  Abbreviations,  and Acronyms), student records, or individual financial information that is subject to laws restricting the use and disclosure of such information, including but not limited to  Article 1, Section 1 of the California Constitution; the California Information Practices Act (Civil Code  §  1798 et seq.); the federal Gramm- Leach-Bliley Act (15 U.S.C. §§ 6801(b) and 6805(b)(2)); the federal Family Educational Rights and Privacy Act (20 U.S.C. § 1232g); the federal Fair and Accurate Credit Transactions Act (15 USC  § 1601 et seq.) and the Fair Credit Reporting Act (15 USC § 1681 et seq.).


i) “<AGENCY NAME> Information Resources”. <AGENCY NAME> Information Resources shall be defined as those devices, networks and related infrastructure that <AGENCY NAME> owns, operates or has obtained for use to conduct <AGENCY NAME> business.  Devices include but are not limited to, <AGENCY NAME> -owned or managed storage, processing, communications devices and related infrastructure on which <AGENCY NAME> data is accessed, processed, stored, or  communicated, and may include personally owned devices. Data includes, but is not limited to, Non-public Information, other <AGENCY NAME> - created or managed business and research data, metadata, and credentials created by or issued on behalf of <AGENCY NAME>.




a) “ENCRYPTION”  Confidential, sensitive or personal information shall be encrypted in accordance with California State Administrative Manual 5350.1 and California Statewide Information Management Manual 5305-A.  

b) DATA LOCATION:   Unless otherwise stated in the Statement of Work and approved in advance by the State Chief Information Security Officer, the physical location of Contractor’s data center where the Data is stored shall be within the continental United States. 

c) RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data as provided to Contractor solely for performing its obligations under the Contract.  Nothing herein shall be construed to confer any license or right to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise, under copyright or other intellectual property rights, to any third party.  Unauthorized use of Data by Contractor or third parties is prohibited.  For the purposes of this requirement, the phrase “unauthorized use” means the data mining or processing of data, stored or transmitted by the service, for unrelated commercial purposes, advertising or advertising-related purposes, or for any other purpose other than security or service delivery analysis that is not explicitly authorized.

d)  TRANSITION PERIOD:   
1) For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of this Contract, Contractor shall assist the State in extracting and/or transitioning all Data in the format determined by the State (“Transition Period”). 
2) The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a contract amendment. 
3) During the Transition Period, SaaS and Data access shall continue to be made available to the State without alteration.  
4) Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor’s failure to comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions - Information Technology. 
5) Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccessible any portion of the Data in Contractor’s and/or subcontractor’s possession or control following the expiration of all obligations in this section. Within thirty (30) days, Contractor shall issue a written statement to the State confirming the destruction or inaccessibility of the State’s Data.
6) The State at its option, may purchase additional transition services as agreed upon in the SOW.


e) DATA BREACH:  Unless otherwise stated in the Statement of Work,
1) Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency. Contractor shall provide such notification within forty-eight (48) hours after Contractor reasonably believes there has been such a Data Breach.  Contractor’s notification shall identify: 
a. The nature of the Data Breach;
b. The Data accessed, used or disclosed; 
c. The person(s) who accessed, used, disclosed and/or received Data (if known); 
d. What Contractor has done or will do to quarantine and mitigate the Data Breach; and 
e. What corrective action Contractor has taken or will take to prevent future Data Breaches.  
2) Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by Contractor until the Data Breach has been effectively resolved to the State’s satisfaction.
3) Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair SaaS as needed in accordance with the SLA.  Failure to do so may result in the State exercising its options for assessing damages or other remedies under this Contract. 
4) Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted by the State to use systems, or may be granted access to the State systems, which store, transmit or process State owned, licensed or maintained computerized Data consisting of personal information, as defined by Civil Code Section 1798.29 (g).  If the Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall immediately report any breach of security of such system to the State following discovery or notification of the breach in the security of such Data.  The State’s Chief Information Security Officer, or designee, shall determine whether notification to the individuals whose Data has been lost or breached is appropriate.  If personal information of any resident of California was, or is reasonably believed to have been acquired by an unauthorized person as a result of a security breach of such system and Data that is not due to the fault of the State or any person or entity under the control of the State, Contractor shall bear any and all costs associated with the State’s notification obligations and other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit monitoring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the applicable Statement of Work.  These costs may include, but are not limited to staff time, material costs, postage, media announcements, and other identifiable costs associated with the breach of the security of such personal information.
5) Contractor shall conduct an investigation of the Data Breach and shall share the report of the investigation with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the investigation.  Contractor shall cooperate fully with the State, its agents and law enforcement. 

f) DISASTER RECOVERY/BUSINESS CONTINUITY:  Unless otherwise stated in the Statement of Work,
1) In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data, Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency. Contractor shall provide such notification within twenty-four (24) hours after Contractor reasonably believes there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of: 
a. The scale and quantity of the Data loss; 
b. What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss; and 
c. What corrective action Contractor has taken or will take to prevent future Data loss. 
d. If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for assessing damages or other remedies under this Contract. 
2) Contractor shall restore continuity of SaaS, restore Data in accordance with the RPO and RTO as set forth in the SLA, restore accessibility of Data, and repair SaaS as needed to meet the performance requirements stated in the SLA.  Failure to do so may result in the State exercising its options for assessing damages or other remedies under this Contract.
3) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of the investigation with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the investigation.  Contractor shall cooperate fully with the State, its agents and law enforcement. 

g) EXAMINATION AND AUDIT:  In addition to the Examination and Audit provision set forth in the General Provisions - Information Technology, unless otherwise stated in the Statement of Work:
1) Upon advance written request, Contractor agrees that the State or its designated representative shall have access to Contractor’s SaaS, operational documentation, records and databases, including online inspections that relate to the SaaS purchased by the State.
2) The online inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test that controls are in place and working as intended.  Tests may include, but not be limited to, the following: 
a. Operating system/network vulnerability scans,
b. Web application vulnerability scans,
c. Database application vulnerability scans, and 
d. Any other scans to be performed by the State or representatives on behalf of the State.
3) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its expense have an independent, industry-recognized, State-approved third party perform an information security audit.  The audit results shall be shared with the State within seven (7) days of Contractor’s receipt of such results.  Upon Contractor receiving the results of the audit, Contractor will provide the State with written evidence of planned remediation within thirty (30) days and promptly modify its security measures in order to meet its obligations under this Contract.

h) DISCOVERY:  Contractor shall promptly notify the State upon receipt of any requests which in any way might reasonably require access to the Data of the State or the State's use of the SaaS.  Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency, unless prohibited by law from providing such notification.  Contractor shall provide such notification within forty-eight (48) hours after Contractor receives the request.  Contractor shall not respond to subpoenas, service of process, Public Records Act requests, and other legal requests directed at Contractor regarding this Contract without first notifying the State unless prohibited by law from providing such notification.  Contractor agrees to provide its intended responses to the State with adequate time for the State to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.  Contractor shall not respond to legal requests directed at the State unless authorized in writing to do so by the State.



ARTICLE 3 - GENERAL SECURITY STANDARDS 
1. Contractors entering into an agreement for services to the State Entity and/or its customers shall be contractually subject to all State Entities and State of California IT Security standards, policies, and reporting requirements.  The contractor shall meet and comply with all IT Security Policies and all applicable State of California, and NIST standards and guidelines, other Government-wide laws and regulations for protection and security of Information Technology.   

2. Contractor agrees to comply with all applicable state, federal and international laws, as well as industry best practices,  governing  the  collection,  access,  use,  disclosure,  safeguarding  and  destruction  of  Protected Information.   Additionally Contractor will comply as applicable with the Fair Information Practice Principles, as defined by the U.S. Federal Trade Commission (http:// www.nist.gov/nstic/NSTIC-FIPPs.pdf ). Such principles would typically require Contractor to have a privacy policy, and a prominently-posted privacy statement or notice in conformance with such principles. If collecting Protected Information electronically from individuals on behalf of <AGENCY NAME>, Contractor’s prominently-posted privacy statement will be similar to those used by <AGENCY NAME> (<AGENCY NAME>’s sample Privacy Statement   for   websites   is   available at <” Enter Website location of Agency Privacy Statement”>.

3. All State Entity contractors must comply with the State Entity policies below (these documents are all referenced within the <AGENCY NAME> IT Security Policy).    
a. <AGENCY NAME> Information Technology (IT) Security Policy, 
b. <AGENCY NAME> “Privacy Act Program”, 
c. State of California’s State Administrative Manual Section 5300 
4. Contractors are also required to comply with Federal Information Processing Standards (FIPS), the “Special Publications 800 series” guidelines published by NIST, and the requirements of FISMA.  
a. FIPS PUB 199, “Standards for Security Categorization of Federal Information and Information Systems.” 
b. FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems.” 
c. FIPS PUB 140-2, “Security Requirements for Cryptographic Modules.” d. NIST Special Publication 800-18 Rev 1, “Guide for Developing Security Plans for Federal Information Systems.” 
d. NIST Special Publication 800-30, “Risk Management Guide for Information Technology Security Risk Assessment Procedures for Information Technology Systems.” 
e. NIST Special Publication 800-34, “Contingency Planning Guide for Information Technology Systems.” 
f. NIST SP 800-37, Revision 1, “Guide for the Security Certification and Accreditation of Federal Information Systems.” 
g. NIST Special Publication 800-47, “Security Guide for Interconnecting Information Technology Systems.” 
h. NIST Special Publication 800-53 Revision 4, “Recommended Security Controls for Federal Information Systems.” 
i. NIST Special Publication 800-53A, “Guide for Assessing the Security Controls in Federal Information Systems.” 

ARTICLE 4 - SECURITY COMPLIANCE REQUIREMENTS

1. Contractor’s systems supporting <AGENCY NAME> must meet the minimum security requirements through the use of the security controls in accordance with  SAM 5300, NIST Special Publication 800-53, Revision 4 (hereafter described as NIST 800-53), and “Recommended Security Controls for Federal Information Systems.

2. To comply with the state standard, <AGENCY NAME> must determine the security category of the information and information system in accordance with FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems”, the contractor shall apply the appropriately tailored set of Low, Moderate, or High impact baseline security controls in NIST 800-53, as determined by <AGENCY NAME>.  

3. NIST 800-53 controls requiring organization-defined parameters (i.e., password change frequency) shall be consistent with <AGENCY NAME> specifications.  <AGENCY NAME> must provide specified control parameters and supplemental guidance defining more specifically the requirements per FIPS 199 impact level.  

4. The Contractor shall use <AGENCY NAME> technical guidelines, NIST guidelines, Center for Internet Security (CIS) guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the Authorizing Official.


ARTICLE 5 - STATEMENT OF CONFIDENTIALITY:  

The <AGENCY NAME> collects Personal confidential information and other confidential data in its custody. Each Agency and each of its employees who may have access to the confidential or sensitive data of the other agency will be required to have on file annually a signed confidentiality statement, attesting to the fact that it/he/she is aware of the confidential data and the penalties for unauthorized disclosure thereof under applicable state and federal law.  See: <AGENCY NAME> Confidentiality Agreement - Attachment E-1


ARTICLE 6 – INFORMATION SECURITY PLAN

1.  Contractor acknowledges that <AGENCY NAME> is required to comply with information security standards for the protection of Protected Information as required by law, regulation and regulatory guidance, as well as <AGENCY NAME>’s internal security program for information and systems protection.

2. Contractor will establish, maintain and comply with an information security plan (“Information Security Plan”), which will contain, at a minimum, such elements as those set forth in  

3. Contractor will provide certification in writing that they have an information security plan (“Information Security Plan”) is in place that safeguards data and security requirements. See: <AGENCY NAME> Information Security Certificate – Attachment E-3.

4. Contractor’s Information Security Plan will be designed to:
a. Ensure the security, integrity and confidentiality of Non-public Information;
b. Protect against any anticipated threats or hazards to the security or integrity of such information;
c. Protect against unauthorized access to or use of such information that could result in harm or inconvenience to the person that is the subject of such information;
d. Reduce risks associated with Contractor having access to <AGENCY NAME> Information Resources; and 
e. Comply with all applicable legal and regulatory requirements for data protection.

5. Annually review, update, revise, submit, and modify Information Security Plan upon State’s request; inform State of significant modifications within 72 hours.  At <AGENCY NAME>’s request, Contractor will make modifications to its Information Security Plan or to the procedures and practices thereunder to conform to <AGENCY NAME>’s security requirements as they exist from time to time.   If there are any significant modifications to Contractor’s Information Security Plan, Contractor will notify <AGENCY NAME> within 72 hours.


ARTICLE 7 – CERTIFICATION AND ACCREDITATION

The implementation of a new IT system requires a formal approval process known as Certification and Accreditation (C&A).  NIST Special Publication 800-37, Revision 1 (hereafter described as NIST 800-37) provides guidelines for performing the C&A process.  
1. The contractor’s system/application must have a valid certification and accreditation (signed off by <AGENCY NAME>) before going into operation and processing <AGENCY NAME> information.  The failure to obtain and maintain a valid certification and accreditation will be grounds for termination of the contract.  The system must have a new C&A conducted (and signed off by <AGENCY NAME>) at least every three (3) years or at the discretion of the Information Security Officer when there is a significant change to the system’s security posture.   All NIST 800-53 controls must be tested/assessed no less than every 3 years or per the <AGENCY NAME>’s information security policies. 
A. Certification of System
1. The contractor shall comply with Certification and Accreditation (C&A) requirements as mandated by state laws and policies, including making available any documentation, physical access, and logical access needed to support this requirement. The Level of Effort for the C&A is based on the System’s NIST Federal Information Processing Standard (FIPS) Publication 199 categorization.  The contractor shall create, maintain and update the following C&A documentation:
a. System Security Plan (SSP) completed in agreement with NIST Special Publication 800-18, Revision 1. The SSP shall include as appendices required policies and procedures across 18 control families mandated per FIPS 200, Rules of Behavior, and Interconnection Agreements (in agreement with NIST Special Publication 800-47).
b. Contingency Plan (including Technology Recovery Plan) completed in agreement with NIST Special Publication 800-34.
c. Contingency Plan Test Report completed in agreement with entities “Contingency Plan Testing.”  
d. Plan of Actions & Milestones completed in agreement with State Entities, “Plan of Action and Milestones (POA&M).”
e. Independent Penetration Test Report documenting the results of vulnerability analysis and exploitability of identified vulnerabilities. 

In addition to the above documentation, <AGENCY NAME> recommends (not a requirement) the contractor employ code analysis tools to examine the software for common flaws and document results in a Code Review Report.  The Code Review Report should be submitted as part of the C&A package.  Reference NIST 800-53 control SA-11, Enhancement 1 for additional details.  
2. Information systems must be certified and accredited at least every three (3) years or whenever there is a significant change to the system’s security posture in accordance with NIST Special Publication 800-37 Revision 1, “Guide for the Security Certification and Accreditation of Federal Information Systems”.
3. At the moderate impact level and higher, the contractor or <AGENCY NAME> (as determined in the contract) must provide an independent Security Assessment/Risk Assessment in accordance with State’s Risk Management Policy.   
4. If your organization is responsible for providing a Security Assessment/Risk Assessment and Penetration Test, the contractor shall allow state employees (or <AGENCY NAME>’s designated third party contractors) to conduct certification and accreditation (C&A) activities to include control reviews in accordance with NIST 800-53/NIST and 800-53A.  Review activities include but are not limited to operating system vulnerability scanning, web application scanning, and database scanning of applicable systems that support the processing, transportation, storage, or security of <AGENCY NAME>’s  information.  This includes the general support system infrastructure. 
5. Identified gaps between required 800-53 controls and the contractor’s implementation as documented in the Security Assessment/Risk Assessment report shall be tracked for mitigation in a Plan of Action and Milestones (POA&M) document completed in accordance with <AGENCY NAME>’s, “Plan of Action and Milestones (POA&M) Policy.”  Depending on the severity of the gaps, <AGENCY NAME>may require them to be remediated before the system goes in production.    
6. The contractor must mitigate all security risks found during C&A and continuous monitoring activities.  All high-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days from the date vulnerabilities are formally identified.  <AGENCY NAME> will determine the risk rating of vulnerabilities. 
B. Accreditation of System
1. Upon receipt of the documentation (Certification Package) described above, the Authorizing Official (AO) for the system (in coordination with the Information Security Officer (ISO), Program Manager, and other important stakeholders will render an accreditation decision to: 
· Authorize system operation without any restrictions or limitations on it operation
· Authorize system operation with restriction or limitation on its operation
· Not authorize for operation

The contractor shall provide access to <AGENCY NAME>, or their designee acting as their agent, when requested, in order to verify compliance with the requirements for an Information Technology security program.  At its option, <AGENCY NAME> may choose to conduct on site surveys.  The contractor shall make appropriate personnel available for interviews and documentation during this review.  If documentation is considered proprietary or sensitive, these documents may be reviewed.


ARTICLE 8 - COMPUTER SYSTEM SECURITY REQUIREMENTS:  

To the extent that Contractor electronically stores or transmits Protected Information or has access to any <AGENCY NAME> Information Resources, it will include in its written, comprehensive Information Security Plan the establishment and  maintenance  of  a  security  system  covering  its  computers,  including  any  wireless  system,  that,  at  a minimum, and to the extent technically feasible, will have the following elements:

1.   Secure user authentication protocols including:
a. Control of user IDs and other identifiers;
b. A secure method of assigning and selecting passwords, or use of unique identifier technologies, such as biometrics or token devices;
d. Control of data security passwords to ensure that such passwords are kept in a location and/or format that does not compromise the security of the data they protect;
e. Restricting access to active users and active user accounts only; and
f. Blocking access to user identification after multiple unsuccessful attempts to gain access or the limitation placed on access for the particular system.
g. Periodic review of user access, access rights and audit of user accounts.

2.   Secure access control measures that:
a.       Restrict access to records and files containing Protected Information and systems that may have access to <AGENCY NAME> Information Resources to those who need such information to perform their job duties; and
b.       Assign unique identifications plus passwords, which are not vendor supplied default passwords, to each person with computer access, which are reasonably designed to maintain the integrity of the security of the access controls.

3.   Encryption of all transmitted records and files containing Protected Information.

4.   Adequate security of all networks that connect to <AGENCY NAME> Information Resources or access Protected Information, including wireless networks.

5.   Reasonable monitoring of systems, for unauthorized use of or access to Protected Information and <AGENCY NAME> Information Resources.

6.    Encryption of all Protected Information stored on Contractor devices, including laptops or other portable storage devices.

7.   For files containing Protected Information on a system that is connected to the Internet or that may have access to <AGENCY NAME> Information Resources, reasonably up-to-date firewall, router and switch protection and operating system security patches, reasonably designed to maintain the integrity of the Protected Information.

8.   Reasonably up-to-date versions of system security agent software, including intrusion detection systems, which must include malware protection and reasonably up-to-date patches and virus definitions, or a version of such software that can still be supported with up-to-date patches and virus definitions, and is set to receive the most current security updates on a regular basis.

9.     Education and training of employees on the proper use of the computer security system and the importance of Protected Information and network security.

With reasonable notice to Contractor, <AGENCY NAME> may require additional security measures which may be identified in additional guidance, contracts, communications or requirements.


ARTICLE 9 –NON-PUBLIC INFORMATION SAFEGUARDS

Contractor agrees to protect the privacy and security of Non-public Information according to all applicable laws and  regulations,  by  commercially-acceptable  standards,  and  no  less  rigorously  than  it  protects  its  own confidential information, but in no case less than reasonable care. Contractor will implement, maintain and use appropriate administrative, technical and physical security measures to preserve the confidentiality, integrity and availability of the Non-public Information. 

1. Security measures and Protection:     Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency of any suspected data breach. Contractor shall provide such notification within forty-eight (48) hours after Contractor reasonably believes there has been such a Data Breach.  All Protected Information stored on portable devices or media must be encrypted in accordance with the Federal Information Processing Standards (FIPS) Publication 140-2. Contractor will ensure that such security measures are regularly reviewed and revised to address evolving threats and vulnerabilities while Contractor has responsibility for the Non-public Information under the terms of this Addendum. Prior to agreeing to the terms of this Addendum, and periodically thereafter (no more frequently than annually) at <AGENCY NAME>’s request, Contractor will provide assurance, in the form of a third-party audit report or other documentation acceptable to <AGENCY NAME>, such as SOC2 Type II, demonstrating that appropriate information security safeguards and controls are in place.

2. Prohibition on Unauthorized use or disclosure of Non-Public Information.  Contractor agrees to hold <AGENCY NAME>’s Non-public Information, and any information derived from such information, in strictest confidence. Contractor will not access, use or disclose Non-public Information other than to carry out the purposes for which <AGENCY NAME> disclosed the Non-public Information to Contractor, except as permitted or required by applicable law, or as otherwise authorized in writing by <AGENCY NAME>. For avoidance of doubt, this provision prohibits Contractor  from  using  for  its  own  benefit  Non-public  Information  or  any  information  derived  from  such information. If required by a court of competent jurisdiction or an administrative body to disclose Non-public Information, Contractor will notify <AGENCY NAME> in writing immediately upon receiving notice of such requirement and prior to any such disclosure, to give <AGENCY NAME> an opportunity to oppose or otherwise respond to such disclosure (unless prohibited by law from doing so). Contractor’s transmission, transportation or storage of Non-public Information outside the United States, or access of Non-public Information from outside the United States, is prohibited except on prior written authorization by <AGENCY NAME>. 


ARTICLE 10 – BREACHES OF NON-PUBLIC INFORMATION

1.   Reporting of Breach:    Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the contracting agency of any suspected data breach. Contractor shall provide such notification within forty-eight (48) hours after Contractor reasonably believes there has been such a Data Breach.
Contractor’s report will identify: 
a. The nature of the unauthorized access, use or disclosure, 
b. The Non-public Information accessed, used or disclosed, 
c. The person(s) who accessed, used, disclosed and/or received Non-public Information (if known), 
d. What Contractor has done or will do to mitigate any deleterious effect of the unauthorized access, use or disclosure, and 
e. What corrective action Contractor has taken or will take to prevent future unauthorized access, use or disclosure. Contractor will provide such other information, including a written report, as reasonably requested by <AGENCY NAME>. In the event of a suspected Breach, Contractor will keep <AGENCY NAME> informed regularly of the progress of its investigation until the uncertainty is resolved.

2.   Coordination of Breach Response Activities:  Contractor will fully cooperate with <AGENCY NAME>’s investigation of any Breach involving Contractor and/or the Services. Contractor’s full cooperation will include but not be limited to Contractor:
a. Immediately preserving any potential forensic evidence relating to the Breach, and remedying the Breach as quickly as circumstances permit
b. Promptly (within 2 business days) designating a contact person to whom <AGENCY NAME> will direct inquiries, and who will communicate Contractor responses to <AGENCY NAME> inquiries;
c. As rapidly as circumstances permit, applying appropriate resources to remedy the Breach condition, investigate, document, restore <AGENCY NAME> service(s) as directed by <AGENCY NAME>, and undertake appropriate response activities;
d. Providing status reports to <AGENCY NAME> on Breach response activities, either on a daily basis or a frequency approved by <AGENCY NAME>;
e. If applicable, coordinate all media, law enforcement, or other Breach notifications with <AGENCY NAME> in advance of such notification(s), unless expressly prohibited by law; and
f. Ensuring that knowledgeable Contractor staff is available on short notice, if needed, to participate in <AGENCY NAME>-initiated meetings and/or conference calls regarding the Breach.


3. Termination for Default. 
a. The State may, subject to the clause titled “Force Majeure” and to sub-section d) below, by written notice of default to the Contractor, terminate this Contract in whole or in part if the Contractor fails to: 
I. Deliver the Deliverables or perform the services within the time specified in the Contract or any amendment thereto;
II. Make progress, so that the lack of progress endangers performance of this Contract; or 
III. Perform any of the other provisions of this Contract. 
b. The State’s right to terminate this Contract under sub-section 
a) above, may be exercised if the failure constitutes a material breach of this Contract and if the Contractor does not cure such failure within the time frame stated in the State’s cure notice, which in no event will be less than fifteen (15) days, unless the Statement of Work calls for a shorter period.
c. If the State terminates this Contract in whole or in part pursuant to this Section, it may acquire, under terms and in the manner the Buyer considers appropriate, Deliverables or services similar to those terminated, and the Contractor will be liable to the State for any excess costs for those Deliverables and services, including without limitation costs third party vendors charge for Manufacturing Materials (but subject to the clause entitled “Limitation of Liability”). However, the Contractor shall continue the work not terminated. 
d. If the Contract is terminated for default, the State may require the Contractor to transfer title, or in the case of licensed Software, license, and deliver to the State, as directed by the Buyer, any: 
I. Completed Deliverables, 
II. Partially completed Deliverables, and,
III. Subject to provisions of sub-section e) below, Manufacturing Materials related to the terminated portion of this Contract. Nothing in this sub-section d) will be construed to grant the State rights to Deliverables that it would not have received had this Contract been fully performed. Upon direction of the Buyer, the Contractor shall also protect and preserve property in its possession in which the State has an interest. 
e. The State shall pay Contract price for completed Deliverables delivered and accepted. Unless the Statement of Work calls for different procedures or requires no-charge delivery of materials, the Contractor and Buyer shall attempt to agree on the amount of payment for Manufacturing Materials and other materials delivered and accepted by the State for the protection and preservation of the property; provided that where the Contractor has billed the State for any such materials, no additional charge will apply. Failure to agree will constitute a dispute under the Disputes clause. The State may withhold from these amounts any sum it determines to be necessary to protect the State against loss because of outstanding liens or claims of former lien holders. 
f. If, after termination, it is determined by a final ruling in accordance with the Disputes Clause that the Contractor was not in default, the rights and obligations of the parties shall be the same as if the termination had been issued for the convenience of the State.
g. The rights and remedies of the State in this clause are in addition to any other rights and remedies provided by law or under this Contract, and are subject to the clause titled “Limitation of Liability.”

4.   Assistance in Litigation or Administrative Proceedings.  Contractor will make itself and any employees, subcontractors, or agents assisting Contractor in the performance of its obligations available to <AGENCY NAME> at no cost to <AGENCY NAME> to testify as witnesses, or otherwise, in the event of a Breach or other unauthorized disclosure of Non-public Information caused by Contractor that results in litigation, governmental investigations, or administrative proceedings against <AGENCY NAME>, its directors, officers, agents or employees based upon a claimed violation of laws relating to security and privacy or arising out of this Addendum.  

5.    Return or Destruction of Non-Public Information.  Within 30 days of the termination, cancellation, expiration, other conclusion of this Addendum, or unless otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccessible any portion of the Data in Contractor’s and/or subcontractor’s possession or control following the expiration of all obligations in this section. Within thirty (30) days, Contractor shall issue a written statement to the State confirming the destruction or inaccessibility of the State’s Data.  This provision will also apply to all Non-public Information that is in the possession of subcontractors or agents of Contractor. Such destruction will be accomplished by “purging” or “physical destruction,” in accordance with National Institute of Standards and Technology (NIST) Special Publication 800-88. Contractor will certify in writing to <AGENCY NAME> that such return or destruction has been completed.

If  Contractor  believes  that  return  or  destruction  of  the  Non-public  Information  is  technically  impossible  or impractical, Contractor must provide <AGENCY NAME> with a written statement of the reason that return or destruction by Contractor is technically impossible or impractical.   If <AGENCY NAME> determines that return or destruction is technically impossible or impractical, Contractor will continue to protect the Non-public Information in accordance with the terms of this Addendum.


6.      Indemnity.  The Agreement includes an Indemnity provision, but for the avoidance of doubt regarding a Breach involving Protected Information, Contractor’s indemnification obligations under the Agreement will include the following fees and costs which arise as a result of Contractor’s breach of this Addendum, negligent acts or omissions, or willful misconduct:   any and all costs associated with notification to individuals or remedial measures  offered to individuals, whether or not required by law, including but not limited to costs of notification of individuals, establishment and operation of call center(s), credit monitoring and/or identity restoration services; time of <AGENCY NAME> personnel responding to Breach; fees and costs incurred in litigation; the cost of external investigations; civil or criminal penalties levied against <AGENCY NAME>; civil judgments entered against <AGENCY NAME>; attorney’s fees, and court costs.

7.      Additional Insurance. In addition to the insurance required under the Agreement, Contractor at its sole cost and expense will obtain, keep in force, and maintain an insurance policy (or policies) that provide coverage for privacy and data security breaches.   This specific type of insurance is typically referred to as Privacy, Technology and Data Security Liability, Cyber Liability, or Technology Professional Liability.  In some cases, Professional Liability policies may include some coverage for privacy and/or data breaches.  Regardless of the type of policy in place, it needs to include coverage for reasonable costs in investigating and responding to privacy and/or data breaches with the following minimum limits unless <AGENCY NAME> specifies otherwise: $1,000,000 Each Occurrence and $5,000,000 Aggregate.


ARTICLE 11 – NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SECURITY REQUIREMENTS
Contractor agrees to protect the privacy and security of Non-public Information according to all applicable laws and regulations, by commercially-acceptable standards, by Contractor complying with NIST SP 800-53 and the “State’s” security control requirements defined in – Security Controls Language Attachment E-4: 
See:  NIST 800-53 R4 – Security Control Language - Attachment E-4. 

ARTICLE 12 – INFORMATION SECURITY CONTINUOUS MONITORING
Contractor agrees to provide deliverables that demonstrate the maintenance and ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions by Contractor complying with NIST SP 800-137 and the “State’s” Information Security Continuous Monitoring requirements defined in – Information Security Monitoring - Attachment E-5: 
See: <AGENCY NAME> Information Security Continuous Monitoring - Attachment E-5. 
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