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Use this template after completion of Step 3 of the Business Security Requirements to identify Information Security Continuous Monitoring with which the Contractor must comply during the life of the contract. 
Sample text is detailed below.  This text should correspond with the Control titles identified in Step 3 of the Business Security Requirements tools set.  Add or remove any control title and contract language relevant for the Contract.
This is suggested boiler-plate contract language and must be reviewed by your Agency’s Information Security Officer and Legal division before inserting into your Contract. 
<Remove text above before completing Contract>
____________________________________________________________________________________

Information Security Continuous Monitoring (ISCM) (NIST Special Publication 800-137) is defined as maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions. 
The Contractor shall comply with <AGENCY NAME> information security continuous monitoring requirements below:
Deliverables to be provided to the <AGENCY NAME>
1. Plan of Action & Milestones  (POA&M) Update
Reference: NIST 800-53 control CA-5
Contractor shall provide POA&M updates in accordance with requirements and the schedule set forth in <AGENCY NAME>’s, “Plan of Action and Milestones.”

2. Vulnerability Scanning
Reference: NIST 800-53 control RA-5
Contractor shall provide vulnerability scan reports from web application, database, and operating system Scans.  Scan results shall be managed and mitigated in Plans of Action and Milestones (POA&Ms) and submitted together with the POA&M submission.

3. Updated C&A documentation including the System Security Plan and Contingency Plan 

i. System Security Plan 
Reference: NIST 800-53 control PL-2
Contractor shall review and update the System Security Plan annually to ensure the plan is current and accurately described implemented system controls and reflects changes to the contractor system and its environment of operation. The System Security Plan must be in accordance with NIST 800-18, Revision 1, Guide for Developing Security Plans.

ii. Contingency Plan 
Reference: NIST 800-53 control CP-2
Contractor shall provide an annual update to the contingency plan completed in accordance with NIST 800-34, Contingency Planning Guide.

4. User Certification/Authorization Review Documents 
Reference: NIST 800-53 control AC-2
Contractor shall provide the results of the annual review and validation of system users’ accounts to ensure the continued need for system access.  The user certification and authorization documents will illustrate that <AGENCY NAME> establishes, activates, modifies, reviews, disables, and removes information system accounts in accordance with documented account management procedures.

5. Separation of Duties Matrix
Reference: NIST 800-53 control AC-5
Contractor shall develop and furnish a separation of duties matrix reflecting proper segregation of duties for IT system maintenance, management, and development processes.  The separation of duties matrix will be updated or reviewed on an annual basis.

6. Information Security Awareness and Training Records
Reference: NIST 800-53 control AT-4
Contractor shall provide the results of security awareness (AT-2) and role-based information security technical training (AT-3).  AT-2 requires basic security awareness training for employees and contractors that support the operation of the contractor’s system.  AT-3 requires information security technical training to information system security roles.  Training shall be consistent with the requirements.

7. Annual Assessments 
Reference: NIST 800-53 control CA-2
Contractor shall deliver the results of the annual assessment. The assessment is completed using the <AGENCY NAME>’s assessment tool.

8. System(s) Baseline Configuration Standard Document 
Reference: NIST 800-53 control CM-2
Contractor shall provide a well defined, documented, and up-to-date specification to which the information system is built.

9. System Configuration Settings 
Reference: NIST 800-53 control CM-6
Contractor shall establish and document mandatory configuration settings for information technology products employed within the information system that reflect the most restrictive mode consistent with operational requirements. Configuration settings are the configurable security-related parameters of information technology products that compose the information system.  Systems should be configured in agreement with <AGENCY NAME> technical guidelines, NIST guidelines, Center for Internet Security guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the Authorizing Official.  System configuration settings will be updated or reviewed on an annual basis.

10. Configuration Management Plan 
Reference: NIST 800-53 control CM-9
Contractor shall provide an annual update to the Configuration Management Plan for the information system.

11. Contingency Plan Test Report 
Reference: NIST 800-53 control CP-4
Contractor shall provide a contingency plan test report completed in accordance with <AGENCY NAME>’s, “Contingency Plan Testing.”  A continuity test shall be conducted each year. The continuity test can be a table top test while the system is at the “Low Impact” level.  The table top test must include <AGENCY NAME> and hosting contractor representatives.  Moderate and High impact systems must complete a functional exercise at least once every three years.

12. Incident Response Test Report 
Reference: NIST 800-53 control IR-3
Contractor shall provide an incident response plan test report documenting results of incident reporting process for <AGENCY NAME>’s, “Incident Handling” Policy.
 
13. Results of Physical Security User Certification/Authorization Review
Reference: NIST 800-53 control PE-2
Contractor shall provide the results of annual reviews and validations of physical access authorizations to facilities supporting the contractor’s system to ensure the continued need for physical access.

14. Results of Review of Physical Access Records 
Reference: NIST 800-53 control PE-8
Contractor shall provide the results of annual reviews and validations of visitor access records to ensure the accuracy and fidelity of collected data. 

15. Information System Interconnection Agreements
Reference: NIST 800-53 control CA-3
The contractor shall provide updated Interconnection Security Agreements (ISA) and a supporting Memorandum of Agreement/Understanding (MOA/U), completed in accordance with NIST 800-47, “Security Guide for Connecting Information Technology Systems”, for existing and new interconnections.  Per NIST 800-47, an interconnection is the direct connection of two or more IT systems for the purpose of sharing data and other information resources through a pipe, such as ISDN, T1, T3, DS3, VPN, etc.  Interconnections agreements shall be submitted as appendices to the System Security Plan.

16. Rules of Behavior
Reference: NIST 800-53 control PL-4
Contractor shall define and establish Rules of Behavior for information system users.  Rules of Behavior shall be submitted as an appendix to the System Security Plan.

17. Personnel Screening and Security
Reference: NIST 800-53 control PS-3, NIST 800-53 control PS-7
Contractor shall furnish documentation reflecting favorable adjudication of background investigations for all personnel (including subcontractors) supporting the system.  Contractors shall comply with <AGENCY NAME>’s IT Security Policy.  <AGENCY NAME> separates the risk levels for personnel working on Federal computer systems into three categories:  Low Risk, Moderate Risk, and High Risk.  
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