Step 2 - Baseline Security Controls Questionnaire	Comment by Ashish Kumar: Content Change – Replace with this final version http://www.cio.ca.gov/OIS/security/docs/Baseline_Security_Controls_Questionnaire.docx 
Upon completion of   the initial business questionnaire, you can build more refined security controls for your system (new or existing).
The following table guides you to generate more refined security controls.   
	Instructions: 
Use the table below to analyze which baseline security control would apply to your (state entity’s) project. 
Each baseline security control has multiple controls within its family. 
Note: Not all controls are referenced in this table. For a complete list of controls, please reference NIST 800-53 Revision 4. 

	Baseline Security Control – 1

Access Control (AC)

This control determines the settings used to limit access to your systems and the information stored on the systems. 

Controls 
Please check all security controls that apply to your project. 
· Account Management
· Information Flow Enforcement
· Separation of Duties
· Least Privilege
· Unsuccessful Logon Attempts
· System Use Notification
· Concurrent Session Control
· Session Lock
· Session Termination 
· Permitted Actions Without Identification or Authentication
· Remote Access
· Wireless Access
· Access Control for Mobile Devices
· Use of External Information Systems
· Information Sharing 
· Publicly Accessible Content

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from AC, needed for your system.    
	

	Baseline Security Control – 2

Audit and Accountability (AU):
This control provides guidance on log retention policies and configurations.  
Controls 
Please select one, both, or none of the security controls that apply to your project. 
· Audit Events
· Content of Audit Records

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from AU, needed for your system.    
	

	Baseline Security Control – 3

Awareness and Training (AT) 

This control helps measure the effectiveness of your security controls. 

Controls 
Please choose one, both or none of the security controls that apply to your project. 
· Security Awareness
· Role Based Security Training

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from AT, needed for your system.    
	

	Baseline Security Control – 4

Security Assessment and Authorization (CA)
This control provides guidance for the effective implementation of security controls and enhancements. 

Controls 
Please identify all security controls that apply to your project. 
· Information Systems Connections
· Internal Systems Connections

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from CA, needed for your system.    
	

	Baseline Security Control – 5

Contingency Planning (CP):
This control contains many of the auditable settings for the backup and recovery of systems.  

Controls 
Please check all security controls that apply to your project. 
· Contingency Plan
· Information Systems Backup
· Information System Recovery and Reconstitution

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from CP, needed for your system.    
	

	Baseline Security Control – 6

Identification and Authentication (IA):
The audit checks in this control primarily focus on the configuration setting concerned with authentication systems.    

Controls 
Please select all security controls that apply to your project. 
· User Identification and Authentication
· Device Identification and Authentication
· Authenticator Management
· Authenticator Feedback
· Cryptographic Module Authentication
· Identification and Authentication (Non-Organizational Users)

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from IA, needed for your system.    
	

	Baseline Security Control – 7

Planning (PL):
This control provides guidance on information security architecture and describes the overall philosophy, requirements, and approach organizations take to protect the confidentiality, integrity, and availability of information.  

Controls 
Please choose all security controls that apply to your project. 
· System Security Plan
· Rules of Behavior
· Information Security Architecture

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from PL, needed for your system.    
	

	Baseline Security Control – 8

System and Services Acquisition (SA):
This control provides direction on using service-based software such as Telnet, HTTP, and other services.

Controls 
Please indicated all security controls that apply to your project. 
· Information System Documentation
· Developer Configuration Management
· Developer Security Testing

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from SA, needed for your system.    
	

	Baseline Security Control – 9

System and Communication Protection (SC):
This family provides guidance on how to implement protected communications with a system.

Controls 
Please check all security controls that apply to your project. 
· Application Partitioning
· Information Remnants
· Denial of Service Protection
· Resource Priority
· Boundary Protection
· Transmission Integrity
· Network Disconnect
· Cryptographic Key Establishment and Management
· Cryptographic Protection
· Collaborative Computing Devices
· Public Key Infrastructure Certificates
· Mobile Code
· Voice over Internet Protocol
· Secure Name/Address Resolution Service (Authoritative Source)
· Secure Name/Address Resolution Service (Recursive or Caching Resolver)
· Architecture and Provisioning for Name / Address Resolution Service
· Session Authenticity
· Protection of Information at Rest
· Process Isolation

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from SC, needed for your system.    
	

	Baseline Security Control – 10

System and Information Integrity (SI):
This control provides direction on monitoring information systems affected by announced software vulnerabilities, email vulnerabilities (SPAM), error handling, memory protection, output filtering and many other areas of security.  

Controls 
Please select all security controls that apply to your project. 
· Flaw Remediation
· Malicious Code Protection
· Intrusion Detection Tools and Techniques
· Information Input Accuracy, Completeness and Validity
· Information Output Handing and Retention

For specific sub controls within these controls, please refer to “Step 3 - Systems Specific Security Controls – In-depth Security Controls)

	Number of controls from SI, needed for your system.    
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