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ARTICLE 1 – PURPOSE AND SCOPE   The agency(ies) receiving data agree that the information furnished or secured pursuant to this Agreement shall be used solely for the purposes described in the Scope of Work of Exhibit A. Agency(ies) further agree(s) that information obtained under this Agreement will not be reproduced,

ARTICLE 2 – DEFINED TERMS


a) “Data” - means any information, formulae, algorithms, or other content that the State, the State’s employees, agents and end users upload, create or modify using the Information Technology pursuant to this Contract.  Data also includes user identification information and metadata which may contain Data or from which the State’s Data may be ascertainable. 

b)  “Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.  

c) “Data Access Security Requirements” – means Information Security control requirements that safeguard against unauthorized access to the <AGENCY NAME> information that contain confidential information.  The “Receiving Agency” must implement strong access control measures  at their location when accessing <AGENCY NAME> confidential information by video terminals, printers, hard copy printouts, or any other forms of <AGENCY NAME> records are placed so that they may not be viewed by the public or other unauthorized persons.

d) “<AGENCY NAME> Information Resources”. <AGENCY NAME> Information Resources shall be defined as those devices, networks and related infrastructure that <AGENCY NAME> owns, operates or has obtained for use to conduct <AGENCY NAME> business.  Devices include but are not limited to, <AGENCY NAME> -owned or managed storage, processing, communications devices and related infrastructure on which <AGENCY NAME> data is accessed, processed, stored, or  communicated, and may include personally owned devices. Data includes, but is not limited to, Non-public Information, other <AGENCY NAME> - created or managed business and research data, metadata, and credentials created by or issued on behalf of <AGENCY NAME>.

e) “<RECEIVING AGENCY NAME> Information Resources”. <RECEIVING AGENCY NAME> Information Resources shall be defined as those devices, networks and related infrastructure that <RECEIVING AGENCY NAME> owns, operates or has obtained for use to conduct <AGENCY NAME> business.  Devices include but are not limited to, < RECEIVING AGENCY NAME> -owned or managed storage, processing, communications devices and related infrastructure on which < RECEIVING AGENCY NAME> data is accessed, processed, stored, or  communicated, and may include personally owned devices. Data includes, but is not limited to, Non-public Information, other < RECEIVING AGENCY NAME> - created or managed business and research data, metadata, and credentials created by or issued on behalf of < RECEIVING AGENCY NAME>.

f) “National Institute of Standards and Technology (NIST)” -  is responsible for developing information security standards and guidelines, including minimum requirements for federal information systems.  

g) “Controlled Interface” – means a boundary with a set of mechanisms that enforces the security policies and controls the flow of information between interconnected information systems.

h) “Interface” – means a common boundary between interdependent systems or modules where interactions take place.

i) “Non-public Information” - means  Contractor’s performance of Services under this Agreement may involve access to certain  information  that  <AGENCY NAME> wishes  to  be  protected  from  further  use  or  disclosure.     Non-public Information shall be defined as: (i) Protected Information (defined below); (ii) information <AGENCY NAME> discloses, in writing, orally, or visually, to Contractor, or to which Contractor obtains access to in connection with the negotiation and performance of the Agreement, and which relates to <AGENCY NAME>, its students or employees, its third-party  vendors  or  licensors,  or  any  other  individuals  or  entities  that  have  made  confidential information available to <AGENCY NAME> or to Contractor acting on <AGENCY NAME>’s behalf  (collectively, “<AGENCY NAME> Users”), marked or otherwise identified as proprietary and/or confidential, or that,  given the nature of the information, ought reasonably to be treated as proprietary and/or confidential; (iii) trade secrets; and (iv) business information.

j) “Protected  Information” - means  information  that  identifies  or  is capable  of  identifying  a  specific  individual,  including  but  not  limited  to   personally-identifiable information, medical information other than Protected Health Information as defined under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the HIPAA regulations (including, but not limited to 45 CFR § 160.103), Cardholder Data (as currently defined by the Payment Card Industry Data  Security  Standard  and  Payment  Application  Standard  Glossary  of  Terms,  Abbreviations,  and Acronyms), student records, or individual financial information that is subject to laws restricting the use and disclosure of such information, including but not limited to  Article 1, Section 1 of the California Constitution; the California Information Practices Act (Civil Code  §  1798 et seq.); the federal Gramm- Leach-Bliley Act (15 U.S.C. §§ 6801(b) and 6805(b)(2)); the federal Family Educational Rights and Privacy Act (20 U.S.C. § 1232g); the federal Fair and Accurate Credit Transactions Act (15 USC  § 1601 et seq.) and the Fair Credit Reporting Act (15 USC § 1681 et seq.).


ARTICLE 3  - GENERAL SECURITY STANDARDS 
1) Contractors entering into an agreement for services to the State Entity and/or its customers shall be contractually subject to all State Entities and State of California IT Security standards, policies, and reporting requirements.  The contractor shall meet and comply with all IT Security Policies and all applicable State of California, and NIST standards and guidelines, other Government-wide laws and regulations for protection and security of Information Technology. 

2) All State Entity contractors must comply with the State Entity policies below (these documents are all referenced within the State Entity IT Security Policy).    
a. State Entity Information Technology (IT) Security Policy, 
b. State Entities “Privacy Act Program”, 
c. State of California’s State Administrative Manual (SAM) Section 5300 
3) Contractors are also required to comply with Federal Information Processing Standards (FIPS), the “Special Publications 800 series” guidelines published by NIST, and the requirements of FISMA.  
a. FIPS PUB 199, “Standards for Security Categorization of Federal Information and Information Systems.” 
b. FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems.” 
c. FIPS PUB 140-2, “Security Requirements for Cryptographic Modules.” d. NIST Special Publication 800-18 Rev 1, “Guide for Developing Security Plans for Federal Information Systems.” 
d. NIST Special Publication 800-30, “Risk Management Guide for Information Technology Security Risk Assessment Procedures for Information Technology Systems.” 
e. NIST Special Publication 800-34, “Contingency Planning Guide for Information Technology Systems.” 
f. NIST SP 800-37, Revision 1, “Guide for the Security Certification and Accreditation of Federal Information Systems.” 
g. NIST Special Publication 800-47, “Security Guide for Interconnecting Information Technology Systems.” 
h. NIST Special Publication 800-53 Revision 4, “Recommended Security Controls for Federal Information Systems.” 
i. NIST Special Publication 800-53A, “Guide for Assessing the Security Controls in Federal Information Systems.” 


ARTICLE 4 – SPECIAL TERMS AND CONDITIONS

1. POLICY AGREEMENTS:   The following policy agreements must be reviewed and/or signed (where applicable) by “Agency’s” Designee
1) Protection of Confidentiality – Attachment E-1
2) Confidentiality Agreement - Attachment E-2
3) Statement of Responsibility Information Security Certification - Attachment E-3
4) Data Access Security Requirements – Attachment E-4
2. PROTECTION OF CONFIDENTIALITY:  The <AGENCY NAME> Personal confidential information and other confidential data must be protected by the “Receiving Agency” by providing the apporopriate level of Safegaurds including, administrative,management, usage, duplication and re-disclosures, and physical safeguards. This attachment details the levels of protection that the “Receiving Agency” must employ to meet this requirement.  See: Protection of Confidentiality - Attachment E-1
3. STATEMENT OF CONFIDENTIALITY:  The <AGENCY NAME> collects Personal confidential information and other confidential data in its custody. Each Agency and each of its employees who may have access to the confidential or sensitive data of the other agency will be required to have on file annually a signed confidentiality statement, attesting to the fact that it/he/she is aware of the confidential data and the penalties for unauthorized disclosure thereof under applicable state and federal law.  See: Confidentiality Agreement - Attachment E-2
4. INFORMATION SECURITY CERTIFICATION:  Information Security Certificate is signed by the “Receiving Agency” CIO and “Receiving Agency” ISO to certify that the necessary IT Security Controls policy and standards are in place within their organization to safeguard the data assets.  See: Statement of Responsibility Information Security Certification - Attachment E-3
5. DATA ACCESS SECURITY REQUIREMENTS:  The <AGENCY NAME> Personal confidential information and other confidential data must be protected at the Data Access points within the “Receiving Agency”. Confidential and sensitive data/information is not open to the public and requires special precautions to protect from loss and unauthorized use, disclosure, modification, or destruction.  Each Agency and each of its employees who may have access to the confidential or sensitive data of the other agency take specific steps to safeguard the electronic data access points to ensure data protection.  See: Data Access Security Requirements - Attachment E-4
6. USE OF INFORMATION: The agency(ies) receiving data agree that the information furnished or secured pursuant to this Agreement shall be used solely for the purposes described in the Scope of Work of Exhibit A. Agency(ies) further agree(s) that information obtained under this Agreement will not be reproduced, published, sold or released in original or in any other form for any purpose other than as identified in this section.  

7. DATA OWNERSHIP:  The confidential information or sensitive information being provided under this Agreement remains the exclusive property of the providing agency(ies). Confidential and sensitive data/information is not open to the public and requires special precautions to protect from loss and unauthorized use, disclosure, modification, or destruction.  Each agency shall have the right to use and process the disclosed information for the purposes stated in the Scope of Work of Exhibit A of this Agreement, which right shall be revoked and terminated immediately upon termination of this Agreement. 
8. INFORMATION SECURITY:  Information security is defined as the preservation of the confidentiality, integrity, and availability of information.  A secure environment is required to protect the confidential information obtained by each agency pursuant to this Agreement.  The agency(ies) receiving data will store information so that it is physically secure from unauthorized access. The records received will be securely maintained and accessible only by employees of the specified program who are committed to protect the data from unauthorized access, use or disclosure. Confidential information obtained from <AGENCY NAME> must be secured in accordance with the State Administrative Manual, Section 5100 (EDP Standards) and Chapter 5300 (Information Security), and National Institute of Standards and Technology (NIST) Special Publication 800-53 (moderate). 
9. EMPLOYEE ACCESS TO INFORMATION: The agency(ies) receiving data agree that the information obtained will be kept in the strictest confidence and shall make information available to its own employees only on a “need to know” basis.  The “need to know” standard is met by authorized employees who need information to perform their official duties in connection with the uses of the information authorized by this Agreement. The Agency(ies) receiving data recognize(s) its/their responsibility(ies) to protect the confidentiality of the information in its/their custody as provided by law and ensure that such information is disclosed only to those individuals and for such purposes as are authorized by law and this Agreement.
10. PROTECTING CONFIDENTIAL INFORMATION/ INCIDENT REPORTING: The agency(ies) receiving data, in recognizing the confidentiality of the information to be exchanged, agree(s) to take all appropriate precautions to protect the confidential information obtained pursuant to this Agreement from unauthorized disclosure.  The agency(ies) receiving data will conduct oversight of its users with access to the confidential information provided under this Agreement, and will immediately notify the <AGENCY NAME>’s Information Security Audit Unit <Insert Email address here> of any unauthorized or suspected unauthorized accesses, uses and/or disclosures (incidents). For purposes of this section, immediately is defined as within 24 hours of the discovery of the breach. The notification must describe the incident in detail and identify responsible personnel (name, title and contact information). The agency with an incident will comply with the incident reporting requirements in accordance with Civil Code Section 1798.29 and SAM Chapter 5300 to facilitate the required reporting to the taxpayer(s) or state oversight agencies.
11. CLOUD COMPUTING ENVIRONMENT: A Cloud Computing Environment cannot be used to receive, transmit, store or process <AGENCY NAME>’s confidential data without prior approval from <AGENCY NAME>’s Chief Security Officer. 
12. DESTRUCTION OF RECORDS:  All records received by the agency(ies) under this Agreement, and any database(s) created, copies made, or files attributed to the records received, shall be destroyed when they are no longer needed for the business purpose for which they were obtained. The records shall be destroyed in a manner to be deemed unusable or unreadable, and to the extent that an individual record can no longer be reasonably ascertained.  
13. SAFEGUARD REVIEW:  The providing agency retains the right to conduct on-site safeguard reviews of the other agency’s use of information and the security controls established. The agency requesting the safeguard review will provide a minimum of seven (7) days’ notice of the review being conducted.
14. DISPUTE RESOLUTION:  In the event of a dispute, the “Receiving Agency” shall file a “Notice of Dispute” with the Chief Financial Officer of the <AGENCY NAME> within ten (10) days of discovery of the problem.  Within ten (10) days, the Chief Financial Officer, or his/her designee, shall meet with the “Receiving Agency’s” Designee for purposes of resolving the dispute.  The decision of the Chief Financial Officer shall be final.

ARTICLE 5 – NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SECURITY REQUIREMENTS
15. The “Receiving Agency” shall comply with the <AGENCY NAME> Organizationally defined policy for the following NIST Security Controls  See:  NIST 800-53 R4 - Security Controls language -IAA-MOU- Attachment E-5 for additional detailed Security Language

1) Access Control Policy and Procedures (NIST 800-53 R4: AC-2, AC-4, AC-6, AC-12, AC-20, AC-21,AC-22 )
i. AC-2: Account Management
ii. AC-4: Information Flow Enforcement
iii. AC-6: Separation of Duties
iv. AC-12: Session Termination
v. AC-12:Unsuccessful Logon Attempts
vi. AC-20:Use of External Information System
vii. AC-21: Information Sharing
viii. AC-22:Publicly Accessible Content
2) Awareness and Training (NIST 800-53 R4: AT-1, AT-2, AT-3, & AT-4)
i. AT-1: Establish Security Awareness Procedures
ii. AT-2: Security Awareness Training
iii. AT-3: Role Based Security Training
iv. AT-4: Security Training Records
3) Audit and Accountability (NIST 800-53 R4:  AU-2 & AU-3)
i. AU-2: Audit Events
ii. AU-3:Content of Audit Records
4) Security and Assessment and Authorization (NIST 800-53 R4: CA-3 & CA-9)
i. CA-3: System Interconnections
ii. CA-9: Internal System Connections
5) Contingency Planning (NIST 800-53 R4:  CP-2, CP-9 & CP-10)
i. CP-2: Contingency Planning
ii. CP-9: Information System Back-up
iii. CP-10: Information System Recovery and Reconstitution
6) Identification and Authentication (NIST 800-53 R4: IA-2, IA-3, IA-5, IA-7, & IA-8)
i. IA-2:Identification and Authentication
ii. IA-3:Device Identification and Authentication
iii. IA-5:Authenticator Management
iv. IA-7:Cryptographic Module Authenticator
v. IA-8:Identification and Authenticator (Non-Organizational Users)
7) Incident Response Policy and Procedures (NIST 800-53 IR-4, IR-5 & IR-6)
i. IR-4: Incident Handling
ii. IR-5: Incident Monitoring
iii. IR-6: Incident Reporting
8) System Maintenance Policy and Procedures (NIST 800-53 MA-1)
9) Media Protection Policy and Procedures (NIST 800-53 MP-1)
10) Physical and Environmental Policy and Procedures (NIST 800-53 PE-1)
11) Security Planning (NIST 800-53 R4: PL-2, PL-4)
i. PL-2: System Security Plan
ii. PL-4: Rules of Behavior
12) System and Services Acquisition (NIST 800-53 R4:?????)
13) System and Communication Protection (NIST 800-53 R4: SC-2, SC-4, SC-6, SC-7, SC-8, SC-10, SC-12, SC-13, SC-15, SC-17, SC-20, SC-21, SC-22, SC-23, & SC-28)
i. SC-2: Application Partitioning
ii. SC-4: Information Shared Resources
iii. SC-6: Resource Availability
iv. SC-7: Boundary Protections
v. SC-8: Transmission Confidentiality and Integrity
vi. SC-10: Network Disconnect
vii. SC-12: Cryptographic Key Establishment and Management
viii. SC-13: Cryptographic Protection
ix. SC-17: Public Key Infrastructure Certificates
x. SC-20 & SC-21: Secure Name/Address Resolution Service (Authoritative Source & Recursive or Caching Resolver)
xi. SC-23: Session Authenticity
xii. SC-28: Protection of Information at Rest
14) Personnel Security Policy and Procedures (NIST 800-53 PS-1)
15) System Information Integrity (NIST 800-53 R4: SI-2, SI-3, SI-4, SI-5, SI-6
i. SI-2: Security Function Isolation
ii. SI-4: Information System Monitoring
iii. SI-5: Security Alerts, Advisories, and Directives
iv. SI-6: Security Function Verification
v. SI-10: Information Input Validation
vi. SI-12: Information Handling and Retention
vii. SI-13: Memory Protection
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