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<Remove text above before completing Contract>
____________________________________________________________________________________

The Contractor shall comply with <AGENCY NAME> NIST Security Control language detailed below:

	

	Access Control (AC) 

	AC-2 Account Management - Contractor shall comply with all "State" procedures associated with addressing account management of automated systems at least annually, including:
* Follow the organization established documentation and procedures for Account Management policies on:
            (1) AUTOMATED MECHANISMS IMPLEMENTING ACCOUNT MANAGEMENT FUNCTIONS
            (2) REMOVAL OF TEMPORARY/EMERGENCY ACCOUNTS - Defined time periods of activation for temporary and emergency    
                 accounts (no more than 30 days for temporary and emergency account types)
            (3) DISABLE INACTIVE ACCOUNTS - Defined time period for disabling inactive accounts 
            (4) AUTOMATED AUDIT ACTIONS    
                      a. account creations;
                      b. modifications;
                      c. disabling; and
                     d. termination actions
             (5) INACTIVITY LOGOUTS
             (6) DYNAMIC PRIVILEGE MANAGEMENT
             (7) ROLE BASED SCHEMAS
             (8) DYNAMIC ACCOUNT CREATION
             (9) RESTRICTIONS ON USE OF SHARED GROUPS/ACCOUNTS
             (10) SHARED/GROUP ACCOUNT CREDENTIAL TERMINATION
             (11) USAGE CONDITIONS
             (12) ACCOUNT MONITORING/ATYPLICAL USAGE
             (13) DISABLE ACCOUNTS FOR HIGH-RISK INDIVIDUALS
Current Account Management Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	

	

	

	AC-4 Information Flow Enforcement - Contractor shall comply with the "State's" organizationally defined policy for controlling the flow of information within the systems and between interconnected systems, including:
*Define approved authorizations for controlling the flow of information within the system and between interconnected systems in 
  accordance with applicable policy; and
*Enforce approved authorizations for controlling the flow of information within the system and between interconnected systems in 
  accordance with applicable policy, including:
                a. by using explicit security attributes on information, source, and destination objects as a basis for flow control decisions;
                b. by using protected processing domains;
*Enforce dynamic information flow control based on policy that allows or disallows information flows based on changing 
   conditions or operational considerations;
*Prevents encrypted data from bypassing connect checking mechanism;
                (1) OBJECTIVE SECURITY ATTRIBUTES 
                (2) PROCESSING DOMAINS
                (3) DYNAMIC INFORMATION FLOW CONTROLS  
                (4) CONTENT CHECK ENCRYPTED INFORMATION 
                (5) EMBEDDED DATA TYPES 
                (6) & (19) METADATA & VALIDATION OF METADATA
                (7) ONE-WAY FLOW MECHANISMS
                (8), (10), (11) &(14) SECURTIY POLICY FILTERS: ENABLE/DISABLE/CONFIGURATION/CONSTRAINTS SECURITY POLICY 
                FILTERS
                (9) HUMAN REVIEWS  
                (12) DATA TYPES IDENTIFIERS
                (13) DECOMPOSITION INTO POLICY-RELEVANT SUBCOMPONENTS
                (15) DETECTION OF UNSACTIONED INFORMATION
                (17) DOMAIN AUTHENTICATION
                (18) SECURITY ATTRIBUTE BINDING
                (20) APPROVED SOLUTIONS 
                (21) PHYSICAL/LOGICAL SEPARATION OF INFORMATION FLOWS
                (22) ACCESS ONLY
*Current Access Enforcement Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	AC-5 Separation of Duties - Contractor shall determine and comply with the "State's" organizational Separation of Duties Policy by assessing and determining:
* The separation of duties of individual as necessary to prevent malevolent activity without collusions; 
* The organization documents separation of duties; and 
* The organization implements separation of duties through assigned information system access authorizations.  Current Separation of Duties Policies and procedures shall be provided to the Contractor upon contract approval.
Current Separation of Duties Policies and procedures shall be provided to the Contractor upon contract approval.


	AC-6 Least Privilege - Contractor shall determine and comply with the "State's" organization employs the concept of least 
    privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to 
    accomplish assigned tasks in accordance with organizational missions and business functions;
* defines the security functions (deployed in hardware, software, and firmware) and security-relevant information for which access 
   must be explicitly authorized; and explicitly authorizes access to the organization-defined security functions and security-relevant 
   information;
* defines the security functions or security-relevant information to which users for information system accounts, or roles, has 
   access; and requires that users of information system accounts, or roles, with access to organization-defined security functions or 
   security relevant information, use non-privileged accounts, or roles, when accessing other system functions; and if deemed 
   feasibly, audits any use of privileged accounts, or roles, with access to organization-defined security functions or security-relevant 
   information, when accessing other system functions
                (1) AUTHORIZ ACCESS TO SECURITY FUNCTIONS
                (2) NON-PRIVILEGED ACCESS FOR NONSECURTIY FUNCTIONS
                (3) NETWORK ACCESS TO NONSECURITY FUNCTIONS
                (4) SEPARATE PROCESSING DOMAINS
                (5) PRIVILEGED ACCOUNTS
                (6) PRIVILEGED ACCESS BY NON-ORGANIZATIONAL USERS
                (7) REVIEWS OF USER PRIVILEGES 
                (8) PRIVILEGE LEVELS FOR CODE EXECUTION 
                (9) AUDITING USE OF PRIVILEGED FUNCTIONS
                (10) PROHIBIT NON-PRIVILEGE  USERS FROM EXECUTING PRIVILEGED FUNCTIONS
Current Least Privilege Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	AC-7 Unsuccessful Logon attempts - Contractor shall comply with the "State's" organizationally-defined policy for: 
* Enforcing the limit of consecutive invalid logon attempts by a user for a set period of time;
* Automatically locks accounts for asset period of time.
                (2) PURGE/WIPE MOBILE DEVICE
 Current Unsuccessful logon attempts Policies and Procedures shall be provided to the Contractor upon contract approval.

	AC-8 System Use Notifications - Contractor shall comply with the "State's" organizationally-defined policy for: 
* Displaying to users a notification message or banner before granting access to the system;
* Retains the notification message or banner on the screen until user acknowledgement; and
* Displays terms and conditions, references and system description.
 Current System Use Notification Policies and procedures shall be provided to the Contractor upon contract approval.

	Ac-10, AC-11 & AC-12 Access Control  Policy and Procedures - Contractor shall comply with the "State's" Organizationally defined policy for: 
        *AC-10 CONCURRENT SESSION CONTROL; 
             * Ensuring the system limits the number of concurrent users account logons; and
             * Defines the maximum number of concurrent sessions for information system accounts globally, by account type, by 
                account, or a combination.
        *AC-11 SESSION LOCK 
             * Preventing access to system by initiating system locks after a set period of time due to inactivity or upon receiving a 
                request; and
             * Retaining the session lock until the user reestablishes access using established identification and authentication 
              procedures.
                (1) PATTERN-HIDING DISPLAYS - conceals, via the session lock, information previously visible on the screen
      *AC-12 SESSION TERMINATION 
             * Ensuring that a logical session can be terminated without terminating network sessions and without terminating 
                 processes created by user;
                (1) USER INITIATED LOGOUTS/MESSAGE DISPLAYS
                          (a) Provides a logout capability for user-initiated sessions;
                          (b)Displays an explicit logout message indicating logout.
                                    * Conditions or trigger events requiring automatic termination for:
                                           1. An organization-defined period of inactivity,
                                           2. Targeted responses to certain types of incidents
 Current Session – Access Control Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	AC-14 Permitted Actions without Identification or Authentication - Contractor shall comply with the "State's" Organizationally defined policy for: 
* Identification of what actions can be performed on Information Systems without identification or authorization consistent with 
   organizational mission/business functions; and
* documents and provides supporting rationale in the security plan of the Information Systems, user actions not requiring    
    identification and authentication
 Current Permitted Actions without Identification or Authentication Policies and Procedures shall be provided to the Contractor upon contract approval.


	AC-17 & AC-18 Access Control  Policy and Procedures - Contractor shall comply with the "State's" Organizationally defined policy for: 

      * AC-17:REMOTE ACCESS – 
               * The organization establishes and documents usage restrictions, configuration/connection requirement, and 
    implementation guidance for remote access: and, only authorizes remote access to the information system prior to allowing 
    such connections.
                (1) AUTOMATED MONITORING/CONTROL - Monitors and controls remote access methods; and
                (2) PROTECTION OF CONFIDENTIALITY/INTEGRITY ENCRYPTION - Implements cryptographic mechanisms to protect the 
    confidentiality and integrity of remote access a sessions; and
                (3) MANAGED ACCESS CONTROL POINTS - Manages Access control points; and
                (4) PRIVILEGED COMMANDS/ACCESS - Executes privileged commands; and
                (6) PROTECTION OF INFORMATION - Protects information; and
                (7) ADDITIONAL PROTECTION FOR SECURITY FUNCTION ACCESS - Protects for security function access:
                (9) DISCONNECT/DISABLE ACCESS - Disconnect/Disables Remote access. 
          
     * AC-18: WIRELESS ACCESS – 
                 * The organization establishes and documents usage restrictions, configuration/connection requirement, and 
   implementation guidance for wireless access: and only authorizes wireless access to the information system prior to allowing 
   such connections.
                (1) AUTHENTICATION AND ENCRYPTIONL - Uses Authentication and Encryption; and
                (3) DISABLE WIRELESS NETWORKING - Disables wireless networking, and
                (4) RESTRICT CONFIGURATIONS BY USERS - Restricts configurations by users, and
                (5) ANTENNAS/TRANSMISSION POWER LEVELS - Utilizes Antennas/transmissions power levels that cannot be received 
   outside the organization- controlled boundaries.
   Current Remote & Wireless Access Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	AC-19 Access Control for Mobile Devices - Contractor shall comply with the "State's" Organizationally defined policy for ensuring that: 
* The organization establishes and documents usage restrictions, configuration/connection requirement, and implementation 
   guidance for Organizationally-controlled mobile devices: and, only authorizes the connection of mobile devices to organization 
   information systems.
                (4) RESTRICTIONS FOR CLASSIFIED INFORMATION - Uses Authentication and Encryption; and
                         (a) Prohibits the use of unclassified mobile devices in facilities containing information systems; and,
                         (b) Enforces restrictions on Authorized individuals, including:
                                       (1) Connection to unclassified mobile devices to classified information systems; and,
                                       (2) Connection to unclassified mobile devices to unclassified information systems; and,
                                       (3) Use of Internal or external modems or wireless interfaces
                                       (4) Unclassified mobile devices and the information stored on those devices are subject to random review 
                                            and inspections.
                          (c) Restricts the connection of classified mobile devices to classified information systems based on security policy.
           (5) FULL DEVICE/CONTAINER-BASED ENCRYPTION - Disables wireless networking
     * Employs container-based encryption
 Current Mobile Device Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	AC-20, AC-21 & AC-22 Access Control  Policy and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       *AC-20: USE OF EXTERNAL INFORMATION SYSTEM: 
             *Establishes terms and conditions, consistent with any trust relationships established with other organizations
                   (1) LIMITS ON AUTHORIZED USE- Applies limits on authorized Use when accessing External Information Systems; and
                   (2) PORTABLE STORAGE DEVICES - Restricts the usage of organization-controlled portable storage devices; and
                   (3) NON-ORGANIZATIONALLY OWNED SYSTEMS/COMPONENTS/DEVICES - Restricts/prohibits usage of non-
                         organizationally owned system components and devices; and
                   (4) NETWORK ACCESSIBLE STORAGE DEVICES - Prohibit usage of organizationally-owned network accessible storage 
                         devices
        *AC-21 INFORMATION SHARING:
               * Facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the 
                  sharing partner match the access restrictions on the information; and, employs an automated mechanism or manual 
                  process to assist users in making information sharing decisions.
                   (1) AUTOMATED DECISION SUPPORT- Enforcing information sharing decisions by authorized users based on access of 
                        sharing partners and applied restrictions; 
                   (2) INFORMATION SEARCH AND RETRIEVAL - Implements search and retrieval services that enforce restrictions on 
                         authorized access.
          *AC-22 PUBLICLY ACCESSIBLE CONTENT:  
                * Designates individuals authorized to post information onto a publicly accessible information system; and
                * Trains authorized individuals to ensure that publicly accessible information does not contain non-public information; 
                   and
                * Review proposed content prior to public release to ensure that non-public information is not included and removes such 
                    information.
 Current Access Control Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	

	Awareness and Training (AT) 

	AT-1, AT-2, AT-3, & AT-4:  Security and Awareness Training Policy and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * AT-1:ESTABLISHED SECURITY AWARENESS PROCEDURES:
                  *Review and implement all Organizationally established security awareness training procedures and policy
      * AT-2: SECURITY AWARENESS TRAINING
                  *Participate and complete Organizational security awareness training including: practical exercises and insider threat 
                    training
                          (1) PRACTICAL EXERCISES - Includes practical exercises in security awareness training to simulate actual cyberattacks
                          (2) INSIDER THREATS - Provides indicators of potential and possible precursors to insider threats to security
      * AT-3: ROLE BASED SECURITY TRAINING     
                  *Participate and adhere to established Organizational role-based security and assigned roles and responsibilities
                          (1) ENVIRONMENTAL CONTROLS - Provides user with initial and frequent training in the operation of environmental 
                                controls
                          (2) PHYSICAL SECURITY CONTROLS - Provides user with initial and frequent training in the operation of physical 
                                security controls
                          (3) PRACTICAL EXERCISES – Provides practical exercises in security training to reinforce objectives
                          (4) SUSPICIOUS COMMUNICAITONS AND ANOMALOUS SYSTEM BEHAVIOR - Provides training to recognize suspicious 
                                communications and anomalous behavior
      * AT-4: SECURITY TRAINING RECORDS
                   *Documents and monitors individual security training activities
 Current  Security and Awareness Training Policy and Procedures  shall be provided to the Contractor upon contract approval.

	

	

	

	

	Audit and Accountability (AU) 

	AU-2 & AU-3 Audit and Accountability Policy and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * AU-2: AUDIT EVENTS
                * Identification and documentation of any observable auditable event which are significant and relevant to an 
                   informationsystem including:
                        (3) Review and update audited events
      * AU-3: CONTENT OF AUDIT RECORDS 
                  * Requires that the Information System generate comprehensive Audit records containing time/date stamp, sources, 
                     users/process identifies, filenames, event success and failure; and
                         (1) ADDITIONAL AUDIT INFORMATION - full text recording, privileged commands or individual identifies; and
                         (2) CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT -  provides centralized management and 
                               configuration of the content to be captured
   Current  Audit and Accountability Policy and Procedures  shall be provided to the Contractor upon contract approval.


	

	

	

	Security Assessment and Authorization (CA) 

	CA-3 & CA-9 Security Assessment and Authorization Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * CA-3: SYSTEM INTERCONNECTIONS
                  *  Identification and documentation of any Interconnection Security Agreements, Interface characteristics, security 
                      requirements, nature of information communicated; and, reviews and updates of Interconnection Security 
                      Agreements:
                            (1) UNCLASSIFIED NATIONAL SECURITY SYSTEM CONNECTIONS
                            (2) CLASSIFIED NATIONAL SECURITY SYSTEM CONNECTIONS
                            (3) UNCLASSIFIED NON-NATIONAL SECURITY SYSTEM CONNECTIONS
                            (4) CONNECTIONS TO PUBLIC NETWORKS
                            (5) RESTRICTIONS ON EXTERNAL SYSTEM COMPONENTS 
      *CA-9: INTERNAL SYSTEM CONNECTIONS 
                  *  Authorizes internal connections of information system and components to the information system and documents 
                      each internal connections, characteristics, security requirements and nature of information communicated:
                            (1) SECURITY COMPLIANCE CHECKS
Current  Security Assessment and Authorization Policies and Procedures  shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	

	

	

	 Contingency Planning (CP)

	CP-2, CP-9 & CP-10: Contingency Planning Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * CP-2: CONTINGENCY PLANNING
                  * Identification and documentation of mission critical operations/functions and restoration activities:
                            (1) COORDINATION WITH RELATED PLANS - disaster recovery, business continuity, insider threat 
                                 implementation plans, etc.
                            (2) CAPACITY PLANNING - capacity planning for information systems, telecommunications, and environment, 
                                  support exists during contingency operations.
                            (3) RESUME ESSENTIAL MISSIONS/BUSINESS FUNCTIONS
                            (4) RESUME ALL MISSIONS/BUSINESS FUNCTIONS
                            (5) CONTINUE ESSENTIAL MISSIONS/BUSINESS FUNCTIONS
                            (6) ALTERNATE PROCESSING/ STORAGE SITES - Plans for the transfer of essential missions and business functions to 
                                 alternate processing and/or storage sites with little or no loss of operational continuity
                            (7) COORDINATE WITH EXTERNAL SERVICE PROVIDERS
                            (8) INDENTIFY CRITICAL ASSETS
      * CP-9: INFORMATION SYSTEM BACKUP
                  * Conducts user-level, system-level back-ups including information system documentation related to security 
                             (1) CONDUCTS TESTING FOR RELIABILITY AND INTEGRITY
                             (2) TESTING FOR RESTORATION USING SAMPLING
                             (3) PROVIDES SEPARATE STORGAGE FOR CRITICAL INFORMATION
                             (5) SECURE TRANSFER TO ALTERNATE STORAGE SITES
                             (6) MAINTAINS REDUNDANT SECONDARY SYSTEM
                             (7) DUAL AUTHORIZATION - Requires dual authorization for deletion or destruction of backup information by two 
                                  qualified individuals
       * CP-10: Information System Recovery and Reconstitution
                    a. Provides for the recovery and reconstitution of the information system to a known state after a disruption, 
                        compromise, or failure
                             (2) TRANSACTION RECOVERY
                             (4) RESTORATION WITHIN TIME PERIOD
                             (6) COMPONENT PROTECTION - protection of backup and restoration hardware, firmware, and software 
                                   components
Current  Contingency Planning Policies and Procedures  shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Identification and Authentication (IA)

	IA-2, IA-3, IA-5, IA-6, IA-7 & IA-8: Identification and Authentication Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      *IA-2: IDENTIFICATION AND AUTHENTICATION
                  * The information system uniquely identifies and authenticates organizational users including:
                            (1) & (2) NETWORK ACCESS TO PRIVILEGED ACCOUNTS -Network Access to privileged and non-privileged accounts 
                                            including separate devices and replay resistant,
                            (3)  & (4) LOCAL ACCESS TO PRIVILEGED AND NON-PRIVILEGED ACCOUNTS
                            (5) GROUP AUTHENTICATION
                            (6), (7), (8) & (9) NETWORK ACCESS TO PRIVILEGED AND NON-PRIVILEGED ACCOUNTS - SEPARATE DEVICE & REPLAY 
                                    RESISTANT
                            (10) SINGLE SIGN-ON   
                            (11) REMOTE ACCESS - SEPARATE DEVICE
                            (12) ACCEPTANCE OF PERSONAL IDENTIFY VERIFICATION (PIV) CREDENTIALS
                            (13) OUT-OF-BAND AUTHENTICATION
      * IA-3: DEVICE IDENTIFICATION AND AUTHENTICATION
                  * Organizational devices require unique device-to-device identification and authentication including
                             (1) CRYPTOGRAPHIC BIDIRECTIONAL NETWORK AUTHENTICATION
                             (2) DYNAMIC ADDRESS ALLOCATION
                             (3) DEVICE ATTESTATION
       * IA-5: AUTHENTICATOR MANAGEMENT
                   * Provides Authenticator Management
                             (1) PASSWORD BASED-AUTHENTICATION
                             (2) PKI-BASED AUTHENTICATION
                             (3) IN-PERSON OR TRUSTED THIRD-PARTY REGISTRATION
                             (4) AUTOMATED SUPPORT FOR PASSWORD STRENGTH DETERMINATION
                             (5) CHANGE AUTHENTICATORS PRIOT TO DELIVERY
                             (6) PROTECTION OF AUTHENTICATORS
                             (7) NO EMBEDDED UNECRYPTED STATIC AUTHENTICATORS
                             (8) MULITPLE INFORMATION SYSTEM ACCOUNTS
                             (9) CROSS ORGANZIAITON CREDENTIAL MANAGEMENT
                             (10) DYNAMIC CREDENTIAL ASSOCATION
                             (11) HARDWARE TOKEN-BASED AUTHENTICATION
                             (12) BIOMETRIC-BASED AUTHENTICATION
                             (13) EXPIRATION OF CACHED AUTHENTICATORS
                             (14) MANAGING CONTENT OF PKI TRUST STORES
                             (15) FICAM-APPROVED PRODUCTS AND SERVICES
       * IA-6: AUTHENTICATOR FEEDBACK
                   * Obscures feedback of authentication information during the authentication process to protect from possible 
                      exploitation/use by unauthorized individuals
       * IA-7: CRYPTOGRAPHIC MODULE AUTHENTICATOR
                    * Information  System implements mechanism for authentication to a cryptographic module meeting federal law, 
                       Executive Orders, directive, policies, standards , and guidance  requirements for such authentication
       * IA-8: IDENTIFICATION AND AUTHENTICATOR (NON-ORGANIZATIONAL USERS)
                    * Information System uniquely identifies and authenticates non-organizational users
                             (1) ACCEPTANCE OF PIV CREDENTIALS FROM OTHER AGENCIES
                             (2) ACCEPTANCE OF THIRD-PARTY CREDENTIALS
                             (3) & (4) USE OF FICAM-APPROVED PRODUCTS AND FICAM-ISSUED PROFILES Use of FICAM-approved products
                             (5) ACCEPTANCE OF PIV-I CREDENTIALS
Current  Identification and Authentication Policies and Procedures  shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Planning (PL) 

	PL-2, PL-4 & PL-8: Security Planning Policies and Procedures - Contractor shall comply with the "State's" Organizationally defined policy for: 
      * PL-2: SYSTEM SECURITY PLAN
                * Develops or adheres to a security plan for the information system that:
                            1. Is consistent with the organization's enterprise architecture; explicitly defines authorization boundaries; 
                            2. Describes the operational context in terms of mission and business processes; security categorization; and
                            3. Provides an overview of security requirements; describes security controls in place or planed for meeting those 
                                requirements; and
                            4. Is reviewed and approved by the Authorizing official or designated representative
                                   (1) COORDINATE WITH OTHER ORGANZIATIONAL ENTITIES - Plans and coordinates security related activities 
                                         before conducting such activities with other organizational entities.
       * PL-4: RULES OF BEHAVIOR
                  * Establishes and makes available to individuals, rules that describe their responsibilities and expected behavior with 
                     regard to the information system usage
                             1. Receives signed acknowledgement from such individuals indicating that they have read and understand and 
                                 agree to abide by rules
                             2. Review and updates the rules of behavior and requires individuals to re-sign the acknowledgements of the 
                                 updated rules of behavior 
                                   (1) SOCIAL MEDIA AND NETWORKING RESTRICTIONS - Includes rules of behavior explicit restrictions on social 
                                         media and networking sites and posting organizational information on public websites.          
       * PL-8: INFORMATION SECURITY ARCHITECTURE
                   * Develops an information security architecture for the information system:
                             1. Describes the overall philosophy, requirements, and approach to be taken regarding protecting the 
                                  confidentiality, integrity, and availability of organizational information; 
                             2. How it's integrated into and supports the enterprise security architecture; and
                             3. Describes assumptions and dependencies regarding information security
                   * Ensures that the information security architecture is updated and approved; and
                   *  Ensures that Information security architecture changes are reflected in the security plan, the security Concept of 
                       Operations (CONOPS), and the organizational procurements/acquisitions
                                   (1) DEFENSE-IN-DEPTH - Ensures the design of security architecture is using a defense-in-depth approach and 
                                        allocated security safeguards operate in a coordinated manner.         
                                   (2) SUPPLIER DIVERSITY - Requires the security safeguards allocated to architectural layers are obtained from 
                                        different suppliers       
Current Security Planning Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	System and Services Acquisition (SA) 

	SA-5, SA-10 & SA-11: System and Services Acquisition Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * SA-5: INFORMATION SYSTEM DOCUMENTATION
                 a. Organization develops administrator documentation for the information system that:
                            1. Secure configuration, installation, and operation for the system, component, or service; and
                            2. Effective use and maintenance of security functions/mechanisms; and
                            3. Known vulnerabilities regarding configuration and use of administrative (privileged functions)
                  b. Organization develops user documentation for the information system, component, or service that describes:
                            1. User-accessible security functions/mechanisms; and
                            2. Methods for user interactions and system use; and
                            3. User responsibilities regarding system security maintenance
                   c. Organization documents attempts to obtain information system documentation when such documentation is either 
                       unavailable or non-existent
                   d. Organization protects and distributes documentation 
      * SA-10: DEVELOPER CONFIGURATION MANAGEMENT
                   a. Requires information System developers to: 
                             1. Perform configuration management during system, component, or service; and
                             2. Document, manage, and control the integrity of changes; and
                             3. Document and Implement organizationally approved changes and potential security impacts to change; and
                             4. Track security flaws and flaw resolutions
                    b. Configuration management will be applied to:
                                   (1) SOFTWARE/FIRMWARE INTEGRITY VERIFICATION
                                   (2) ALTERNATIVE CONFIGURATION MANAGEMENT PROCESSES
                                   (3) HARDWARE INTEGRITY VERIFICATION
                                   (4) TRUSTED GENERATION
                                   (5) MAPPING INTEGRITY FOR VERSION CONTROL
                                   (6) TRUSTED DISTRIBUTION       
       * SA-11: DEVELOPER SECURITY TESTING AND EVALUATION
                   *Develops an information security architecture for the information system:
                             1. Create and Implement Security assessment plan; 
                             2. Perform in-depth security testing/evaluation; and
                             3. Produce evidence of the execution of the security assessment plan and the results of the security 
                                 testing/evaluation; and
                             4. Implement a flaw remediation and correct flaws identified during security testing.
                   *Implement the following Security Testing and Evaluation Control Enhancements;
                                  (1) STATIC CODE ANALYSIS
                                  (2) THREAT AND VULNERABILITY ANALYSES
                                  (3) INDEPENDENT VERIFICATION OF ASSESSMENT PLANS/EVIDENCE
                                  (4) MANUAL CODE REVIEW
                                  (5) PENETRATION TESTING
                                  (6) ATTACK SURFACE REVIEWS
                                  (7) VERIFY SCOPE OF TESTING/EVALUATION
                                  (8) DYNAMIC CODE ANALYSIS
Current Developer Security Testing and Evaluation Policies and Procedures  shall be provided to the Contractor upon contract approval.

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	 System and Communications Protection (SC)

	SC-2, SC-4, SC-5 & SC-6: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
      * SC-2: APPLICATION PARTITIONING
                 a. Ensures that the information systems separates user functionality (including user interface services) from information 
                  system management functionality:
                            1. INTERFACES FOR NON-PRIVILEGED USERS - ensure that administration options are available to general users.
      * SC-4: INFORMATION SHARED RESOURCES
                   a. Requires information prevents unauthorized and unintended information transfer via shared system resources 
                       (including encrypted representation of information): 
                             1. PERIODS PROCESSING - Prevents unauthorized information transfer via shared resources when system 
                                 processing explicitly switches between different information classification levels or security categories.
       * SC-5: DENIAL OF SERVICE PROTECTION
                   *Information system protects against or limits the effects of the following types of denial of service attacks:
                             1. RESTRICT INTERAL USERS - Restricts individuals ability to launch denial of service attacks ; and, 
                             2. EXCESS CAPACITY/BANDWIDTH/REDUNDANCY - Ensures that sufficient capacity is available to counter flooding 
                                 attacks; and,
                             3. DETECTION/MONITORING - Employs monitoring tools to detect indicators of denial of service attacks against the 
                                 information system;                
       * SC-6: RESOURCE AVAILABILITY
                   *Information system protects the availability of resources by allocating resources by security safeguards:
                             1. Provides priority protection helps prevent lower-priority processes from delaying or interfering with the 
                                 information system servicing any higher-priority processes.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval. 


	

	

	

	SC-7 Boundary Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-7: BOUNDARY PROTECTIONS 
                   *The information system monitors and controls communications at the external boundary of the system and at key         
                      boundaries within the system:
                             a.. Using subnetworks for publicly accessible system components that are separated from internal organizational 
                                   networks; and 
                             b.  Connects to external networks or information systems only through managed interfaces consisting of boundary 
                                   protections devices; and
                                    (3) ACCESS POINTS - limits the number of external network connections
                                    (4) EXTERNAL TELECOMMUNICATION SERVICES - 
                                           (a) Implements a managed interface for each external telecommunication service;
                                           (b) Establishes a traffic flow policy for each interface:
                                           (c) Protect confidentiality and integrity of each interface transmission 
                                           (d) Documents each exception to the traffic flow policy
                                           (e) Reviews exceptions to the traffic control policy
                                     (5) DENY BY DEFAULT/ALLOW BY EXCEPTION - Information System  manages interfaces by denying network     
                                            communications traffic by default and allows network communication by exception
                                     (7) PREVENT SPLIT TUNNELING FOR REMOTE DEVICES - Control enhancements is implemented within remote 
                                          devices through configuration settings to disable split tunneling in those devices.
                                     (8) ROUTE TRAFFIC TO AUTHENTICATED PROXY SERVERS - Information system  manages interfaces by 
                                          denying network communications traffic by default and allows network communication by exception 
                                     (9) RESTRICT THREATENING OUTGOING COMMUNICATIONS TRAFFIC - 
                                            (a) Detects and denies outgoing communications traffic posing a threat to external information systems; 
                                                  and, 
                                            (b) Audits the identify of internal users associated with denied communications
                                     (10) PREVENT UNAUTHORIZED EXFILTRATION - Prevents unauthorized exfiltration of information from 
                                             information systems.
                                     (11) RESTRICT INCOMING COMMUNICATIONS TRAFFIC - Information system  manages interfaces by denying 
                                             network communications traffic by default and allows network communication by exception
                                     (12) HOST-BASED PROTECTION - Information system  components employ host-based boundary protection 
                                             mechanisms including firewalls on servers, workstations, and mobile devices                              
                                     (13) ISOLATION OF SECURITY TOOLS/MECHANISMS/SUPPORT COMPONENTS - Information system  solution 
                                             isolates computer network defenses from critical operational processing networks                             
                                     (15) ROUTE PRIVILEGED NETWORK ACCESS - Information system  routes all networked, privileged accesses 
                                             through a dedicated, managed interface for purposes for access control auditing
                                     (16) PREVENTS DISCOVERY OF COMPONENTS/DEVICES - Information system  prevents discovery of specific 
                                             system components composing a managed interface
                                     (17) AUTOMATED ENFORCEMENT OF PROTOCOL FORMATS - Information system enforces adherence to 
                                             protocol formats
                                     (18) FAIL SECURE - Information system fails securely in the event of an operational failure of a boundary 
                                            protection device.  
                                     (19) BLOCKS COMMUNICATION FROM NON-ORGANIZATIONALLY CONFIGURED HOSTS - information system 
                                            blocks both inbound and outbound communications traffic between clients and external service providers.
                                     (20) DYNAMIC ISOLATION/SEGREGATION - Information system provides capability to dynamically 
                                             isolate/segregate internal components from to her system components.
                                     (21) ISOLATION OF INFORMATION SYSTEM COMPONENTS - Employs boundary protection mechanisms to 
                                             separate Information System protects to support business function.
                                     (22) SEPARATE SUBNETS FOR CONNECTING TO DIFFERENT SECURITY DOMAINS - Information system  
                                             implements separate network addresses to connect systems in different security domains
                                     (23) DISABLE SENDER FEEDBACK ON PROTOCOL VALIDATION FAILURE - Information system  disables feedback 
                                             to senders on protocol format validation failure.
Current Boundary Protection Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	

	

	

	

	

	

	

	SC-8 & SC-10: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-8: TRANSMISSION CONFIDENTIALITY AND INTEGRITY
                   *Information system protects the confidentiality and integrity of transmitted information:
                             (1) CRYPTOGRAPHIC OR ALTERNATE PHYSICAL PROTECTION - Implements cryptographic mechanism to prevent 
                                   unauthorized or detect changes to information during transmission
                             (2) PRE/POST TRANSMISSION HANDLING - Maintains confidentiality and integrity of information during 
                                  preparation for transmission and reception.
                             (3) CRYPTOPGRAPHIC PROTECTION FOR MESSAGE EXTERNALS - Implements cryptographic mechanism to protect 
                                  message externals
                             (4) CONCEAL/RANDOMIZE COMMUNICATONS - Implements cryptographic mechanism to conceal or randomize 
                                  communication patterns to protect against unauthorized disclosure of information.
       * SC-10: NETWORK DISCONNECT
                   *Terminates the network communication associated with a communication session at the end of session or due to 
                      inactivity of the information system.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	SC-12 & SC-13: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-12: CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT
                   *Establishes and manages cryptographic keys for required cryptography employed with the information systems 
                     including manual procedures and automated mechanisms:
                             (1) AVAILABILITY - Maintains availability of information in the event of the loss of cryptographic keys by users; 
                             (2) SYMMETRIC KEYS - Produces, controls, and distributes symmetric keys using NIST-FIP compliance or NSA 
                                   approved key management technology and processes
                             (3) ASYMMETRIC KEYS - 
                                       (a) Produces, controls, and distributes asymmetric keys using NIST-FIP compliance or NSA approved key 
                                            management technology and processes; and, 
                                       (b) Approved PKI class 3 certificates or prepositioned keying materials; and,
                                       (c) Approved PKI Class 3 certificates and hardware security tokens that protect the user's private key
       * SC-13: CRYPTOGRAPHIC PROTECTION
                   *Implements cryptography to support a variety of security solutions in accordance with applicable federal laws, 
                     Executive Orders, directives, policies, regulations; and standards including but not limited to:
                             1. The provision of digital signatures; 
                             2. The enforcement of information separation when authorized individuals have the necessary clearances for such 
                                 information but lack the necessary formal access approvals:
                             3.  Generally applicable cryptographic standards include FIPS-validated cryptography and NSA-approved 
                                  cryptography.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	SC-15: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-15: COLLABORATIVE COMPUTING DEVICES
                   *Prohibits remote activation of collaborative computing devices with organizationally-defined exceptions and provides 
                     explicit indication of use to users physically present at devices:
                             (1) PHYSICAL DISCONNECT - Provides physical disconnect from collaborative computing devices with ease; 
                             (3) DISABLING/REMOVAL IN SECURE WORK AREAS - Disables or removes collaborative computing devices from 
                                   organizationally-defined secure work areas;
                             (4) EXPLICITLY INDICATE CURRENT PARTICIPANTS - Provides an explicit indication of current participants in 
                                   collaborative computing sessions without explicit knowledge of other participants.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	SC-17: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" Organizationally defined policy for: 
       * SC-17: PUBLIC KEY INFRASTRUCTURE CERTIFICATES
                   *Organization issues public keys certificates obtained from an approved service provide.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.
                           

	SC-18: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-18: MOBILE CODE
                   *Organization defines acceptable and unacceptable mobile code technologies. Establishes usage restrictions; and, 
                      authorizes, monitors, and controls the use of mobile code within Information Systems;
                             (1) TAKE CORRECTIVE ACTIONS - Provides corrective actions when unacceptable mobile code is detected; 
                             (2) ACQUISITION/DEVELOPMENT/USE - Ensures that the acquisition, development, and use of mobile code to be 
                                   deployed meets Organizationally defined mobile code requirements;
                             (3) PREVENT DOWNLOADING/EXECUTION- Prevents the download and execution of unacceptable mobile code
                             (4) PREVENT AUTOMATIC/EXECUTION- Prevents the automatic execution of unacceptable mobile code
                             (5) ALLOW EXECUTION ONLY IN CONFINED ENVIRONMENTS- Allows execution of permitted mobile code only in 
                                  confined virtual machine environments
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.

	SC-19: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-19: VOICE OVER INTERNET PROTOCOL
                   * Organization establishes restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies 
                       based on the potential to cause damage to information systems if used maliciously; an,
                   * Authorizes, monitors, and controls the use of VoIP within the information system.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.
                           

	SC-20, SC-21 & SC-22: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" Organizationally defined policy for: 
       * SC-20: SECURE NAME/ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE)
                   *Provide data origin authentication and integrity verification; and the means to indicate the security status of child 
                      zones:
                             (2) DATA ORIGIN/INTEGRITY- Provides data origin and integrity protection artifacts for internal/name address 
                                   resolution queries
       * SC-21: SECURE NAME/ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER)
                   *requests and performs data origin authentication and data integrity verification on the name/address resolution 
                     responses the system receives from authoritative sources
       * SC-22: ARCHITECTURE AND PROVISIONING /ADDRESS RESOLUTION SERVICE 
                   *ensures that collectively provides name/address resolution service for an organization are fault-tolerant and implement 
                     external role separation.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	SC-23: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-23: SESSION AUTHENTICITY
                   *Protects the authenticity of communication sessions:
                             (1) INVALIDATE SESSION IDENTIFIERS AT LOGOUT - Invalidates session identifiers upon user logout or other session 
                                   termination; 
                             (3) UNIQUE SESSION IDENTFIERS WITH RANDOMIZATION - Generates a unique identifier for each session with 
                                  randomness requirements and recognizes only session identifiers that are system-generated;
                             (5) ALLOWED CERTIFICATE AUTHORITIES - Only allows the user of certificate authorities  for the establishment of 
                                  secure sessions.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	SC-28: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" Organizationally-defined policy for: 
       * SC-28: PROTECTION OF INFORMATION AT REST
                   *Protects the confidentiality and integrity of information at rest and covers user information and system information:
                             (1) CRYPTOGRAPHIC PROTECTION - Implements cryptographic mechanisms to prevent unauthorized disclosure and 
                                  modification of organizational information; 
                             (2) OFFLINE STORAGE - Removes from online storage and stores off-line in a secure location.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.


	SC-39: System and Communication Protection Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SC-39: PROCESS ISOLATION:
                   *Maintains separate execution domain for each executing process:
                             (1) HARDWARE SEPARATION - Implements underlying hardware separation mechanisms to facilitate process 
                                  separation; 
                             (2) THREAD ISOLATION - Maintains a separate execution domain for each threading process.
Current System and Communication Protection Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	System and Information Integrity (SI) 

	 

	SI-2: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-2: FLAW REMEDIATION:
                   *Identifies, reports, and corrects information system flaws; 
                   *Test software and firmware updates related to flaw remediation; and,
                   *Installs security-relevant software and firmware updates; and,
                   *Incorporates flaw remediation into the organizational configuration management process;
                             (1) CENTRAL MANAGEMENT - Implements a centralized flaw remediation management process; and
                             (2) AUTOMATED FLAW REMEDIATION STATUS - Employs automated mechanisms to determine the state of 
                                  information system components with regard to remediation; and
                             (3) TIME TO REMEDIATE FLAWS/BENCHMARKS FOR CORRECTIVE ACTIONS- measures the time between flaw 
                                  identification and remediation’s; and document corrective action; and
                             (5) AUTOMATED SOFTWARE/FIRWARE UPDATES - Installs security relevant software and firmware updates 
                                   automatically; and
                             (6) REMOVAL OF PREVIOUS VERSIONS OF SOFTWARE/FIRMWARE- Removes software and firmware components 
                                   after upgraded versions have been installed.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	

	SI-3: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-3: SECURITY FUNCTION ISOLATION:
                   *System isolates security functions from non-security functions;
                             (1) HARDWARE SEPARATION -Utilizes hardware separation mechanisms to implement security function isolation; 
                                  and
                             (2) ACCESS/FLOW CONTROL FUNCTIONS - isolates security functions enforcing access and information flow control 
                                  from non-security functions and from other security functions; and
                             (3) MINIMIZE NONSECURITY FUNCTIONALITY- Minimizes the number of non-security functions included within the 
                                   isolation boundary containing security functions; and
                             (4) MODULE COUPLING AND COHESIVENESS - Implements security functions as largely independent modules that 
                                   maximize internal cohesiveness; and
                             (5) LAYERED STRUCTURES- Implements security functions as layered structure minimizing interactions between 
                                   layers.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	

	

	SI-4: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-4: INFORMATION SYSTEM MONITORING
                   *The Organization:
                             a.  Monitors the information system to detect attacks and indicators of potential attacks and unauthorized local, 
                                  network and remote connections; and,
                             b.  Identifies unauthorized uses of systems; and,
                             c.  Deploys monitoring devices; and,
                             d. Protects information obtained from intrusion-monitoring tools; and,
                             e. Heights the level of information system monitoring when increased risks to operations and assets are detected; 
                                 and
                             f. Obtains legal opinion with regard to information system monitoring activities.
                                     (1) SYSTEM-WIDE INTRUSION DETECTION SYSTEM - Connects and configures individual intrusion detection 
                                           tools
                                     (2) AUTOMATED TOOLS FOR REAL-TIME ANALYSIS - Employs automated tools to support Real-time analysis of 
                                           events
                                     (3) AUTOMATED TOOL INTEGRATION - Employs automated tools to integrate intrusion tools into access 
                                          control and flow control mechanisms
                                     (4) INBOUND/OUTBOUND COMMUNCATION TRAFFIC - system monitors inbound and outbound 
                                          communications traffic
                                     (5) SYSTEM GENERATED ALERTS - Sends alert notifications to authorized personnel via email, telephone, and 
                                          text messages when intrusions are detected or in case of suspicious events.
                                     (11 & 13) ANALYZE TRAFFIC ANAMOLIES - Analyzes outbound communication traffic at the external boundary 
                                         to discover anomalies and communications traffic/event patterns.
                                     (14 & 15) WIRELESS INTRUSION DETECTION - Employs detection system to identify rogue wireless devices, and 
                                         to detect attack attempts and breaches/compromises in wireless and wireless-to-wireline communications.         
                                     (16) CORRELATE MONITORING INFORMATION - Correlate monitoring tool information across systems
                                     (23) HOSTED-BASED DEVICES - Employs hosted-based monitoring mechanisms from multiple information 
                                          technology product developers
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.


	

	

	

	

	

	

	

	SI-5 & SI-6: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally - defined policy for: 
       * SI-5: SECURITY ALERTS, ADVISORIES, AND DIRECTIVES
                   *The organization receives, generates, disseminates security alerts, advisories and directives within established time frames, or notifications
                             (1) AVAILABILITY - Maintains availability of information in the event of the loss of cryptographic keys by users; 
                             (2) SYMMETRIC KEYS - Produces, controls, and distributes symmetric keys using NIST-FIP compliance or NSA 
                                  approved key management technology and processes
                             (3) ASYMMETRIC KEYS - 
                                       (a) Produces, controls, and distributes asymmetric keys using NIST-FIP compliance or NSA approved key 
                                            management technology and processes; and, 
                                       (b) Approved PKI class 3 certificates or prepositioned keying materials; and,
                                       (c) Approved PKI Class 3 certificates and hardware security tokens that protect the user's private key
       * SI-6: SECURITY FUNCTION VERIFICATION
                   *Implements cryptography to support a variety of security solutions in accordance with applicable federal laws, 
                     Executive Orders, directives, policies, regulations; and standards including but not limited to:
                             1. The provision of Digital signatures; 
                             2. The enforcement of information separation when authorized individuals have the necessary clearances for such 
                                  information but lack the necessary formal access approvals:
                             3.  Generally applicable cryptographic standards include FIPS-validated cryptography and NSA-approved cryptography.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.

	

	SI-10: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-10: INFORMATION INPUT VALIDATION
                   *The Information system:
                          (a)  Performs checks of the validity of system inputs, such as, syntax,  formats, and numerical ranges before 
                                potentially perform incorrect operations; and,
                          (b) Performs input validation to ensure accuracy and correct inputs and prevent attacks such as cross-site scripting 
                               and injection attacks.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.                                  


	 

	SI-12: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-12: INFORMATION HANDLING AND RETENTION
                   *The organization handles and retains information within the information system and outputs according to federal 
                     laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.

	SI-16: System and Information Integrity Policies and Procedures - Contractor shall comply with the "State's" organizationally-defined policy for: 
       * SI-16: MEMORY PROTECTION
                   *The Information system implements defined security safeguards to protect its memory from unauthorized code 
                     execution.
Current System and Information Integrity Policies and Procedures shall be provided to the Contractor upon contract approval.
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