Identification and Authentication (IA) 
This document emphasizes 6 of the 11 controls within Identification and Authentication (IA).

Control list:
(IA-2, IA-3, IA-5, IA-6, IA-7, IA-8)



IA-2	User Identification and Authentication

The information system uniquely identifies and authenticates users (or processes acting on behalf of users).  Passwords, tokens, biometrics or, in the case of multifactor authentication, some combination thereof, support authentication of user identifies.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following User Identification and Authentication sub controls. Although User Identification and Authentication IA-2 contain a total of 13 sub controls, Step 3 will only define 7 of them.

· IA-2 (1) Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts
· IA-2 (2)	 Identification and Authentication (Organizational Users) | Network Access to Non-Privileged Accounts
· IA-2 (3)	 Identification and Authentication (Organizational Users) | Local Access to Privileged Accounts
· IA-2 (5)	 Identification and Authentication (Organizational Users) | Group Authentication
· IA-2 (8)	 Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts - Replay Resistant
· IA-2 (11) Identification and Authentication (Organizational Users) | Remote Access - Separate Device
· IA-2 (12) Identification and Authentication (Organizational Users) | Acceptance of PIV Credentials

IA-2 Baseline Allocation Control Recommendations:


Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.





IA-3	Device Identification and Authentication

The information system identifies and authenticates specific devices before establishing a connection. The information system typically uses one of the following to identify and authenticate devices on local and/or wide area networks:

· shared known information (e.g., Media Access Control (MAC), Transmission Control Program/Internet Protocol (TCP/IP) addresses)

· an organizational authentication solution (e.g., IEEE 802.1x and Extensible Authentication Protocol (EAP) or a Radius server with EAP-Transport Layer Security (TLS) authentication)


Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for IA-3.

IA-3 Baseline Allocation Control Recommendations:


Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.






IA-5	Authenticator Management

Your organization manages information system authenticators (e.g., tokens, PKI certificates, biometrics, passwords, and key cards) by:

· defining initial authenticator content
· establishing administrative procedures for:
· initial authenticator distribution
· lost/compromised or damaged authenticators
· revoking authenticators
· changing default authenticators upon information system installation

Users take reasonable measures to safeguard authenticators including maintaining possession of their individual authenticators, not loaning or sharing authenticators with others and reporting lost, stolen or compromised authenticators immediately.
 
For password-based authentication, the information system:

· protects passwords from unauthorized disclosure and modification when stored and transmitted
· prohibits passwords from being displayed when entered
· enforces password minimum and maximum lifetime restrictions
· prohibits password reuse for a specified number of generations

For PKI-based authentication, the information system:

· validates certificates by constructing a certification path to an accepted trust anchor
· establishes user control of the corresponding private key
· maps the authenticated identity to the user account

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Authenticator Management sub controls. Although Authenticator Management IA-5 contains a total of 15 sub controls, Step 3 will only define 7 of them.

· IA-5 (1)	 Authenticator Management | Password-Based Authentication
· IA-5 (2)	 Authenticator Management | PKI-Based Authentication
· IA-5 (3)	 Authenticator Management | In-Person or Trusted Third-Party Registration
· IA-5 (4)	 Authenticator Management | Automated Support for Password Strength Determination
· IA-5 (6)	 Authenticator Management | Protection of Authenticators
· IA-5 (7)	 Authenticator Management | No Embedded Unencrypted Static Authenticators
· IA-5 (11) Authenticator Management | Hardware Token-Based Authentication


IA-5 Baseline Allocation Control Recommendations:

 
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.


IA-6	Authenticator Feedback

The information system provides feedback to a user during an attempted authentication provided that the feedback does not compromise the authentication mechanism.

The system may obscure feedback of authentication information during the authentication process (e.g., displaying asterisks when a user types in a password).

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for IA-6.

IA-6 Baseline Allocation Control Recommendations:


Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.





IA-7	Cryptographic Module Authentication

For authentication to a cryptographic module, the information system employs authentication methods that meet industry best practices, applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for IA-7.

IA-7 Baseline Allocation Control Recommendations:

Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.






IA-8	Identification and Authentication (Non – Organizational Users)

	The information system uniquely identifies and authenticates non-organizational users (or		processes acting on behalf of non-organizational users).

Non-organizational users include information system users other than organizational users explicitly covered by IA-2. Your organization identifies and authenticates these individuals for accesses other than those accesses explicitly identified and documented in AC-14.

Your organization uses risk assessments to determine authentication needs and considers scalability, practicality, and security in balancing the need to ensure ease of use for access to your systems with the need to protect and adequately mitigate risk.
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Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following) Identification and Authentication (Non-Organizational Users) sub controls. Although ) Identification and Authentication (Non-Organizational Users) IA-8 contains a total of 5 sub controls, Step 3 will only define 4 of them.

· IA-8 (1) Identification and Authentication (Non-Organizational Users) | Acceptance of PIV Credentials from Other Agencies
· IA-8 (2) Identification and Authentication (Non-Organizational Users) | Acceptance of Third-Party Credentials
· IA-8 (3) Identification and Authentication (Non-Organizational Users) | Use of FICAM-Approved Products
· IA-8 (4) Identification and Authentication (Non-Organizational Users) | Use of FICAM-Issued Profiles

IA-8 Baseline Allocation Control Recommendations:


Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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