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[bookmark: _Toc451264917][bookmark: _GoBack]Security Assessment and Authorization (CA) 
This document emphasizes 2 of the 9 controls within Security Assessment and Authorization (CA).

[bookmark: _Toc451264918]CA-3	Information System Connections
Your organization authorizes all connections to and from its information system.  It also carefully considers and accepts risks when its information systems connect to other systems with different security requirements and security controls.  You can either develop Interconnection Security Agreements or describe the interface characteristics between systems in the security plans for the respective systems.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Information System Connections sub controls. Although Information System Connections CA-3 contains a total of 5 sub controls, Step 3 will only define 2 of them.


· CA-3 (3)	 System Interconnections | Unclassified Non-National Security System Connections
· CA-3 (5)	 System Interconnections | Restrictions on External Network Connections

CA-3 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451264919]CA-9	Internal System Connections
Your organization develops documentation for all other internal system connections it controls that may interact or connect with the information system.  For example, system connections with mobile devices, notebook/desktop computers, printers, copiers, facsimile machines, scanners, sensors, and servers.
 
Your organization authorizes how internal connections are made to the information system.  It can define information system components or classes of components that interact with the system.  To simplify the authorizing process of each individual internal connection your organization can authorize internal connections for a class of components with common characteristics and/or configurations.   This could include all digital printers, scanners, and copiers with a specified processing, storage, and transmission capability or all smart phones with a specific baseline configuration.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for CA-9.

CA-9 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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