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[bookmark: _Toc451267190]System and Communication Protection (SC)
This document emphasizes 19 of the 44 controls within System and Communication Protection (SC).
[bookmark: _Toc451267191]SC-2	Application Partitioning
The information system separates user functionality (including user interface services) from information system management functionality.

The information system physically or logically separates user interface services (e.g., public Web pages) from information storage and management services (e.g., database management). Separation may be accomplished through the use of one or more of the following:

· different computers
· different central processing units
· different instances of the operating system
· different network addresses
· other methods as appropriate

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-2.

SC-2 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267192]SC-4	Information Remnants
The information system prevents unauthorized and unintended information transfer via shared system resources.

Control of information system remnants, sometimes referred to as object reuse, prevents information, including encrypted representations of information produced by the actions of a prior user/role (or the actions of a process acting on behalf of a prior user/role), from being available to any current user/role (or current process) that obtains access to a shared system resource (e.g., registers, main memory, secondary storage) after that resource has been released back to the information system.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-4.

SC-4 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267193]SC-5	Denial of Service Protection
The information system protects against or limits the effects of denial of service (DoS) attacks including, but not limited to, Buffer Overflow attacks, Smurf attacks, PING of DEATH attacks, Teardrop attacks, SYN attacks, and virus-induced DoS.

A variety of technologies exist to limit, or in some cases eliminate, the effects of denial of service attacks. For example, network perimeter devices can filter certain types of packets to protect devices on an organization’s internal network from being directly affected by denial of service attacks.  Employing increased capacity and bandwidth combined with service redundancy can protect publicly accessible systems.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-5.

SC-5 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267194]SC-6	Resource Priority
The information system limits the use of resources by priority.  Priority protection ensures that a lower-priority process cannot interfere with the information system servicing any higher-priority process.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-6.

SC-6 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267195]SC-7	Boundary Protection
The information system monitors and controls communications at the external boundary of the system and at key internal boundaries within the system.

Any connections to the Internet, other external networks, or information systems occur through controlled interfaces (e.g., proxies, gateways, routers, firewalls, encrypted tunnels). The operational failure of the boundary protection mechanisms does not result in any unauthorized release of information outside of the information system boundary. 

Information system boundary protections at any designated alternate processing sites provide the same levels of protection as that of the primary site.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Transmission Integrity sub controls. Although Transmission Integrity SC-8 contains a total of 23 sub controls, Step 3 will only define 8 of them.

· SC-7 (3) Boundary Protection | Access Points
· SC-7 (4) Boundary Protection | External Telecommunications Services
· SC-7 (5) Boundary Protection | Deny by Default / Allow by Exception
· SC-7 (7) Boundary Protection | Prevent Split Tunneling for Remote Devices
· SC-7 (8) Boundary Protection | Route Traffic to Authenticated Proxy Servers
· SC-7 (12) Boundary Protection | Host-Based Protection
· SC-7 (13) Boundary Protection | Isolation of Security Tools / Mechanisms / Support Components
· SC-7 (18) Boundary Protection | Fail Secure

SC-7 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267196]SC-8	Transmission Integrity
The information system protects the integrity of transmitted information for both internal and external networks and all types of information system components from which information can be transmitted (e.g., servers, mobile devices, notebook computers, printers, copiers, scanners, facsimile machines).

The security category for the integrity of the information being transmitted should guide the decision on the type of cryptographic mechanisms used. Reduce risk of exposing transmitted information by employing encryption techniques.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Transmission Integrity sub controls. Although Transmission Integrity SC-8 contains a total of 4 sub controls, Step 3 will only define 1 of them.

· SC-8 (1) Transmission Confidentiality and Integrity | Cryptographic or Alternate Physical Protection

SC-8 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.


[bookmark: _Toc451267197]SC-10	Network Disconnect
The information system terminates a network connection at the end of a session or after a period of inactivity defined by business requirements.  This control applies to both internal and external networks.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-.

SC-10 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267198]SC-12	Cryptographic Key Establishment and Management
The information system employs automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

Your organization defines key management requirements in accordance with applicable federal laws, Executive Orders, directives, regulations, policies, standards, and guidance, specifying appropriate options, levels, and parameters.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Cryptographic Key Establishment and Management sub controls. Although Cryptographic Key Establishment and Management SC-12 contains a total of 5 sub controls, Step 3 will only define 2 of them.

· SC-12 (2) Cryptographic Key Establishment and Management | Symmetric Keys
· SC-12 (3) Cryptographic Key Establishment and Management | Asymmetric Keys

SC-12 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267199]SC-13	Cryptographic Protection
When employing cryptography within the information system, the system performs all cryptographic operations (including key generation) according to industry standards.

Cryptography can be employed to support a variety of security solutions including the protection of classified and Controlled Unclassified Information and the provision of digital signatures. It can also enforce information separation when authorized individuals have the necessary clearances for such information but lack the necessary formal access approvals.
 
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-13.

SC-13 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267200]SC-15	Collaborative Computing Devices
The information system prohibits remote activation of collaborative computing mechanisms (e.g., video and audio conferencing, networked white boards) and provides an explicit indication of use to the local users (e.g., use of camera or microphone).

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-15.

SC-15 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267201]SC-17	Public Key Infrastructure Certificates
Your organization develops and implements a certificate policy and certification practice statement for the issuance of public key certificates used in the information system.

Registration to receive a public key certificate:

· includes authorization by a supervisor or a responsible official
· utilizes a secure process that verifies the identity of the certificate holder
· ensures that the certificate goes to the intended party only

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-17.

SC-17 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267202]SC-18	Mobile Code
Your organization establishes usage restrictions and implementation guidance for mobile code technologies based on the potential to cause damage to the information system if used maliciously.  Your organization documents, monitors and controls the use of mobile code within the information system.

Appropriate officials authorize the use of mobile code.

Mobile code technologies include Java, JavaScript, ActiveX, PDF, Postscript, Shockwave movies, Flash animations, and VBScript. Usage restrictions and implementation guidance apply to both the selection and use of mobile code installed on your servers and mobile code downloaded and executed on individual workstations. 

Control procedures prevent the development, acquisition or introduction of unacceptable mobile code within the information system.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-18.

SC-18 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
[bookmark: _Toc451267203]SC-19	Voice over Internet Protocol
Your organization establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously.  Your organization documents, monitors and controls the use of VoIP within the information system.

Appropriate officials authorize the use of VoIP.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-19.

SC-19 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.






[bookmark: _Toc451267204]SC-20	Secure Name / Address Resolution Service (Authoritative Source)
The information system:
a. Provides additional data origin authentication and integrity verification artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and
b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.
This control enables external clients including remote Internet clients to obtain origin authentication and integrity verification assurances for the host/service name to network address resolution information obtained through the service. Information systems that provide name and address resolution services include domain name system (DNS) servers. Additional artifacts include DNS Security (DNSSEC) digital signatures and cryptographic keys. DNS resource records represent authoritative data. The means to indicate the security status of child zones includes the use of delegation signer resource records in the DNS. Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to assure the authenticity and integrity of response data. 

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-20.

SC-20 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267205]SC-21	Secure Name / Address Resolution Service (Recursive or Caching Resolver)
The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.

Each client of name resolution services either performs this validation on its own, or has authenticated channels to trusted validation providers. Information systems that provide name and address resolution services for local clients include recursive resolving or caching domain name system (DNS) servers. DNS client resolvers either perform validation of DNSSEC signatures, or clients use authenticated channels to recursive resolvers that perform such validations. Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to enable clients to verify the authenticity and integrity of response data.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-21.

SC-21 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267206]SC-22	Architecture and Provisioning For Name / Address Resolution Service
The information systems that collectively provide name/address resolution service for a state entity are fault-tolerant and implement internal/external role separation.

Information systems that provide name and address resolution services include domain name system (DNS) servers. To eliminate single points of failure and to enhance redundancy, you should employ at least two authoritative domain name system servers, one configured as the primary server and the other configured as the secondary server. Additionally, you typically deploy the servers in two geographically separated network sub networks (i.e., not located in the same physical facility). For role separation, DNS servers with internal roles only process name and address resolution requests from within your organization (i.e., from internal clients). DNS servers with external roles only process name and address resolution information requests from clients external to your organization (i.e., on external networks including the Internet). You specify clients that can access authoritative DNS servers in particular roles (e.g., by address ranges, explicit lists).

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-22.

SC-22 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267207]SC-23	Session Authenticity
The information system protects the authenticity of communications sessions.

This control addresses communications protection at the session, versus packet level (e.g., sessions in service-oriented architectures providing web-based services).It establishes grounds for confidence at both ends of communications sessions in ongoing identities of other parties and in the validity of information transmitted. Authenticity protection includes protecting against man-in-the-middle attacks/session hijacking and the insertion of false information into sessions.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-23.

SC-23 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267208]SC-28	Protection of Information at Rest
The information system protects the confidentiality and integrity of information at rest.

This control addresses the confidentiality and integrity of information at rest and covers user information and system information. Information at rest refers to the state of data located on storage devices as specific components of information systems. System-related information requiring protection includes configurations or rule sets for firewalls, gateways, intrusion detection/prevention systems, filtering routers, and authenticator content. Your organization may employ different mechanisms to achieve confidentiality and integrity protections, including the use of cryptographic mechanisms and file share scanning. Integrity protection can be achieved by implementing Write-Once-Read-Many (WORM) technologies. Organizations may also employ other security controls including secure off-line storage in lieu of online storage when adequate protection of information at rest cannot otherwise be achieved and/or continuous monitoring to identify malicious code at rest.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-28.

· SC-28 (1) Protection Of Information At Rest | Cryptographic Protection
SC-28 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451267209]SC-39	Process Isolation
The information system maintains a separate execution domain for each executing process.

Information systems can maintain separate execution domains for each executing process by assigning each process a separate address space. Each system process has a distinct address space enabling controlled communication between distinct processes by the security functions. O one process cannot modify the executing code of another process. Maintaining separate execution domains for executing processes can be achieved by implementing separate address spaces. Most commercial operating systems that employ multi-state processor technologies provide this capability. 

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SC-39.

SC-39 Baseline Allocation Control Recommendations:

Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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