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[bookmark: _Toc451265226]System and Information Integrity (SI) 

This document emphasizes 6 of the 17 controls within System and Information Integrity (SI).
[bookmark: _Toc451265227]SI-2	Flaw Remediation
Your organization identifies information systems containing software affected by recently announced software flaws and potential vulnerabilities resulting from those flaws. Your organization (or the software developer/vendor in the case of software developed and maintained by a vendor/contractor) promptly installs newly released security relevant patches, service packs and hot fixes. Flaws discovered during security assessments, continuous monitoring or incident response activities should be addressed as quickly as possible.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Flaw Remediation sub controls. Although Flaw Remediation SI-2 contains a total of 6 sub controls, Step 3 will only define 2 of them.

· SI-2 (2) Flaw Remediation | Automated Flaw Remediation Status
· SI-2 (3) Flaw Remediation | Time to Remediate Flaws / Benchmarks for Corrective Actions

SI-2 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451265228]SI-3	Malicious Code Protection
Your organization employs virus protection mechanisms at critical information system entry and exit points (e.g., firewalls, electronic mail servers, remote-access servers) and at workstations, servers or mobile computing devices on the network. Your organization uses virus protection mechanisms to detect and eradicate malicious code (e.g., viruses, worms, Trojan horses) transported by one or more of the following:
   
· electronic mail
· electronic mail attachments
· Internet accesses
· removable media (e.g., diskettes or compact disks) or other common means
· exploiting information system vulnerabilities

Your organization updates virus protection mechanisms, including the latest virus definitions, whenever new releases are available. Consider using virus protection software products from multiple vendors (e.g., use one vendor for boundary devices and servers and another vendor for workstations).

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Malicious Code Protection sub controls. Although Malicious Code Protection SI-3 contains a total of 10 sub controls, Step 3 will only define 3 of them.

· SI-3 (1)	Malicious Code Protection | Central Management
· SI-3 (2)	Malicious Code Protection | Automatic Updates
· SI-3 (7)	Malicious Code Protection | No signature-Based Detection

SI-3 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451265229]SI-4	Intrusion Detection Tools and Techniques
Your organization employs tools and techniques to monitor events on the information system, detect attacks, and provide identification of unauthorized use of the system.

You can achieve intrusion detection and information system monitoring capability through a variety of tools and techniques (e.g., intrusion detection systems, virus protection software, log monitoring software, network forensic analysis tools).

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Intrusion Detection Tools and Techniques sub controls. Although Intrusion Detection Tools and Techniques SI-4 contains a total of 24 sub controls.  Step 3 will only define 7 of them.

· SI-4 (1) Information System Monitoring | System-Wide Intrusion Detection System
· SI-4 (2) Information System Monitoring | Automated Tools For Real-Time Analysis
· SI-4 (4) Information System Monitoring | Inbound and Outbound Communications Traffic
· SI-4 (5) Information System Monitoring | System-Generated Alerts
· SI-4(14) Information System Monitoring | Wireless Intrusion Detection
· SI-4 (16) Information System Monitoring | Correlate Monitoring Information
· SI-4 (23) Information System Monitoring | Host-Based Devices

SI-4 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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The information system checks information inputs for accuracy, completeness and validity.

· Checks for accuracy, completeness and validity of information should be accomplished as close to the point of origin as possible.
· Rules for checking the valid syntax of information system inputs (e.g., character set, length, numerical range, acceptable values) are in place to ensure that inputs match specified definitions for format and content.
· [bookmark: _GoBack]Inputs passed to interpreters should be prescreened to ensure the content is not unintentionally interpreted as commands.
· The extent to which the information system is able to check the accuracy, completeness and validity of information inputs should be guided by state entity policy and operational requirements.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SI-10.

SI-10 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
[bookmark: _Toc451265231]SI-12	Information Output Handling and Retention
Your organization handles and retains output from the information system in accordance with policy and operational requirements.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SI-12.

SI-12 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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