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APPENDIX A:  Acceptable Use Security Policy
The following document is a sample Acceptable Use Security Policy using the outline identified in the Security Policy Template.  The purpose of this sample document is to aid with the development of your own agency Acceptable Use Security Policy by giving specific examples of what can be performed, stored, accessed and used through the use of your departments computing resources.  
Section 1 - Introduction 

Information Resources are strategic assets of the <AGENCY> and must be treated and managed as valuable resources. <AGENCY> provides various computer resources to its employees for the purpose of assisting them in the performance of their job-related duties. State law permits incidental access to state resources for personal use.  This policy clearly documents expectations for appropriate use of <AGENCY> assets.  This Acceptable Use Policy in conjunction with the corresponding standards is established to achieve the following:

1. To establish appropriate and acceptable practices regarding the use of information resources.

2. To ensure compliance with applicable State law and other rules and regulations regarding the management of information resources.

3. To educate individuals who may use information resources with respect to their responsibilities associated with computer resource use.

This Acceptable Use Policy contains four policy directives.   Part I – Acceptable Use Management, Part II – Ownership, Part III – Acceptable Use, and Part IV – Incidental Use.  Together, these directives form the foundation of the <AGENCY> Acceptable Use Program.

Section 2 – Roles & Responsibilities

1. <AGENCY> management will establish a periodic reporting requirement to measure the compliance and effectiveness of this policy.

2. <AGENCY> management is responsible for implementing the requirements of this policy, or documenting non-compliance via the method described under exception handling.

3. <AGENCY> Managers, in cooperation with Security Management Division, are required to train employees on policy and document issues with Policy compliance.

4. All <AGENCY> employees are required to read and acknowledge the reading of this policy.

Section 3 – Policy Directives 

Part I Acceptable Use Management Requirements

1. <AGENCY> will establish formal Standards and Processes to support the ongoing development and maintenance of the <AGENCY> Acceptable Use Policy.

2. The <AGENCY> Director and Management will commit to the ongoing training and education of <AGENCY>e staff responsible for the administration and/or maintenance and/or use of <AGENCY> Information Resources. At a minimum, skills to be included or advanced include User Training and Awareness

3. The <AGENCY> Director and Management will use metrics to establish the need for additional education or awareness program in order to facilitate the reduction in the threat and vulnerability profiles of <AGENCY> Assets and Information Resources.

4. The <AGENCY> Director and Managers will establish a formal review cycle for all Acceptable Use initiatives.

5. Any security issues discovered will be reported to the CISO or his designee for follow-up investigation. Additional Reporting requirements can be located within the Policy Enforcement, Auditing and Reporting section of this policy.

Part II - Ownership

Electronic files created, sent, received, or stored on Information Resources owned, leased, administered, or otherwise under the custody and control of <AGENCY> are the property of <AGENCY> and employee use of these such files is neither personal nor private.   Authorized <AGENCY> Information Security employees may access all such files at any time without knowledge of the Information Resources user or owner. <AGENCY> management reserves the right to monitor and/or log all employee use of <AGENCY> Information Resources with or without prior notice.
Part III – Acceptable Use Requirements

1. Users must report any weaknesses in <AGENCY> computer security to the appropriate security staff.  Weaknesses in computer security include unexpected software or system behavior, which may result in unintentional disclosure of information or exposure to security threats.

2. Users must report any incidents of possible misuse or violation of this Acceptable Use Policy through the use of documented Misuse Reporting processes associated with the Internet, Intranet, and Email use standards. 

3. Users must not attempt to access any data, documents, email correspondence, and programs contained on <AGENCY> systems for which they do not have authorization.

4. Systems administrators and authorized users must not divulge remote connection modem phone numbers or other access points to <AGENCY> computer resources to anyone without proper authorization. 

5. Users must not share their account(s), passwords, Personal Identification Numbers (PIN), Security Tokens (i.e. Smartcard), or similar information or devices used for identification and authorization purposes.

6. Users must not make unauthorized copies of copyrighted or <AGENCY> owned software. 

7. Users must not use non-standard shareware or freeware software without the appropriate <AGENCY> Management approval.

8. Users must not purposely engage in activity that may harass, threaten or abuse others or intentionally access, create, store or transmit material which <AGENCY> may deem to be offensive, indecent or obscene, or that is illegal according to local, state or federal law.

9. Users must not engage in activity that may degrade the performance of Information Resources; deprive an authorized user access to <AGENCY> resources; obtain extra resources beyond those allocated; or circumvent <AGENCY> computer security measures. 

10. Users must not download, install or run security programs or utilities such as password cracking programs, packet sniffers, or port scanners that reveal or exploit weaknesses in the security of a <AGENCY> computer resource unless approved by <AGENCY>’s CISO..  

11. <AGENCY> Information Resources must not be used for personal benefit, political activity, unsolicited advertising, unauthorized fund raising, or for the solicitation of performance of any activity that is prohibited by any local, state or federal law.

12. Access to the Internet from <AGENCY> owned, home based, computers must adhere to all the policies. Employees must not allow family members or other non-employees to access nonpublic accessible <AGENCY> computer systems.

13. Any security issues discovered will be reported to the CISO or his designee for follow-up investigation. Additional Reporting requirements can be located within the Policy Enforcement, Auditing and Reporting section of this policy.

Part IV – Incidental Use

Government Code Section 8314 permits incidental personal use of state resources.  At <AGENCY> this means: 
1. Incidental personal use of electronic mail, Internet access, fax machines, printers, and copiers is restricted to <AGENCY> approved users only and does not include family members or others not affiliated with <AGENCY>. 

2. Incidental use must not result in direct costs to <AGENCY>, cause legal action against, or cause embarrassment to <AGENCY>

3. Incidental use must not interfere with the normal performance of an employee’s work duties.

4. Storage of personal email messages, voice messages, files and documents within <AGENCY>’s computer resources must be nominal.

<AGENCY> management will resolve incidental use questions and issues using these guidelines in collaboration with <AGENCY>’s CISO, HR Manager and Chief Counsel.  

Section 4 - Enforcement, Auditing, Reporting

6. Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers. Additionally, individuals are subject to loss of <AGENCY> Information Resources access privileges, civil, and criminal prosecution.    (Note: Agencies need to be aware of the constantly changing legal framework of the environment in which they operate, and they must adapt accordingly.  Appropriate legal advisors and/or human resources representatives should review the policy and all of the procedures in use for policy enforcement. Some legal/human resources believe it is not necessary to include this section because all policy is enforceable.  In fact, if it is included in one, it may be detrimental to the enforcement of other policies that do not include the section.)
7. <AGENCY> Management is responsible for the periodic auditing and reporting of compliance with this policy.  <AGENCY> Executives will be responsible for defining the format and frequency of the reporting requirements and communicating those requirements, in writing, to <AGENCY> Management.

8. Exceptions to this policy will be considered only when the requested exception is documented using the Exception Handling Process and Form and submitted to the <AGENCY> Chief Information Security Officer and <AGENCY> Policy Review Committee.

9. Any employee may, at any time, anonymously report policy violations via <AGENCY>’s Intranet or by telephone at 555-5555.

Section 5 - References

Government Code Section 8314

xxxx - Internet Use Standard

xxxx - Internet Content Filtering

xxxx - E-Mail Use Standard

xxxx - Intranet use Standard

Section 6 - Control and Maintenance

Policy Version: X.X.X

Date: mm/dd/yyyy

Author: 

Owner: <AGENCY> CISO

<AGENCY> Policy will be reviewed and revised in accordance with parameters established in the Information Security Charter and Policy Management Process
